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Introduction

Y4eOHO-MeTOINYeCKOe MOCO0Me HANpPaBICHO HAa Pa3BUTHE y OOYYAIOUIMXCS HHOS3BIYHON
KOMMYHUKAaTHBHOW KOMIIETCHIIMM, HEOOXOIMMOIN /il OCYyHIECTBICHHS MpOo(heccCHOHaNbHON
JESITEeIbHOCTH B COBPEMEHHOM LH(POBOM OOIIECTBE, B YACTHOCTH B 00JacTH MH(OPMAITMOHHON
OezomacHocTH. OCHOBHBIE 33Ja4M IOCOOMS - aKTyalIM3alys CIEHU(PHUKHA OCYIIECTBICHUS
npodecCHOHATIBHOM JICATCIBHOCTH B YCIOBHAX BCECTOPOHHEW HH(pOpMaTH3aluu OOIIeCTBa,
pacmupeHue JIeKCHYeCKOro 3amaca IO MpeAjaraeMbIM TeMaM, SIBISIOIIErocs OCHOBOM Juis
COBEPIICHCTBOBAHUSI KOMMYHHKATUBHBIX YMEHUH CTYJICHTOB.
Conepxanue y4e0HO-METOJMYECKOTO OCOOHS OpraHW30BaHO TEMaTHYECKH
U [IPECTABICHO IIOCIEOBATEIIBHO OT BONPOCOB COIMANIBHOTO XapakTepa K OOpalIeHHUIO
K IpodeccHOHaTbHO-OPHEHTHPOBAHHOM ITpobieMarnke. Kaxias Tema BKIIO4aeT pasaessl:
- Warm-up- npenTeKCcToBbIC 3a1aHusl.
- Reading and Language Study- TeKCTOBBIE U JIEKCUKO-TPAMMATUYECKUE 33 JaHUSI.
- Speaking- moOcneTeKCTOBBIC 3aJlaHMs, HANpaBICHHBIC HA DPA3BUTHE HABBIKOB
MOHOJIOTHYECKOM/ TNaIOrYeCKOH PEUH.

- Writing- mocieTekcToBbIe 3aaHusl, HAPABJICHHBIC Ha PA3BUTHE HABBIKOB IHCHMA.

- Revision- 3agaHusi, KOHTPOJHUPYIOUIME YPOBEHb CHOPMUPOBAHHOCTH JICKCHYCCKUX
Y rPaMMAaTHYECKIX HABBIKOB.

JlaHHast JIOTMKa PACIOJIOKEHHs YYEOHBIX 3aJaHUil OTpa)kKaeT COBPEMECHHBIC IPHHIIHIIBI
METOJIMKU OOYYEHHs] MHOCTPAaHHBIM SI3bIKAM: IIEPEXOJ OT PEIENTHBHBIX U PEHPOIYKTHBHBIX
YIOPaXHEHUH K TPOAYKTHUBHBIM 33JaHHSIM; MOCIIEJ0BATEIFHOE YCIOKHEHUE MPEAIaraeMoro
Marepuasia; KOMMYHHMKATUBHBIH XapakTep 3aJaHui; aKTUBH3ALUS YMCTBCHHOW JESTEIbHOCTH
y4aIuxcsl.

OTHOCUTENbHAS CAMOCTOSATEIILHOCTh TEMAaTHUYSCKUX Pa3/IeioB MO3BOJISIET MCIIOIb30BaTh X
HE TOJNBKO B TpeajaraeéModl IIOCIIEOBATEIILHOCTH, HO U TPHUMEHATH OTICIbHBIE TEMBI
B 3aBHCHMOCTH OT SI3bIKOBOM IOJATOTOBKHU CTYJICHTOB U MX CICIAAIU3AIHH.



Unit I

The Digital Age
Warm-up

1. Do you agree that we are living in the digital age? Why or why not?
2. What are the advantages of using computers?
3. What are the disadvantages?

Reading and Language Study 1
The Digital Age

Some people say that we are now living in the digital age, meaning that computers have
become an essential part of our lives. Young people who have grown up with PCs and mobile
phones are often called the digital generation. Computers help students to perform mathematical
operations and improve their maths skills. They are used to access the Internet, to do basic research
and to communicate with other students around the world. Teachers use projectors and interactive
whiteboards to give presentations and teach sciences, history or language courses. PCs are also used
for administrative purposes — schools use word processors to write letters, and databases to keep
records of students and teachers. A school website allows teachers to publish exercises for students
to complete online. Students can also enrol for courses via the website and parents can download
official reports.

Mobiles let you make voice calls, send texts, email people and download logos, ringtones or
games. With a built-in camera you can send pictures and make video calls in face-to-face mode.
New smartphones combine a telephone with web access, video, a games console, an MP3 player, a
personal digital assistant (PDA) and a GPS navigation system, all in one.

In banks, computers store information about the money held by each customer and enable
staff to access large databases and to carry out financial transactions at high speed. They also
control the cashpoints, or ATMs (automatic teller machines), which dispense money to customers.
Customers insert their Chip and PIN cards into the Chip terminal and are asked to enter a four-digit
personal identification number (PIN). This system makes transactions more secure. With online
banking, clients can easily pay bills and transfer money from the comfort of their homes.

Airline pilots use computers to help them control the plane. For example, monitors display
data about fuel consumption and weather conditions. Computers are also used to manage radar
systems and regulate air traffic. On the ground, airlines are connected to travel agencies by
computer. Travel agents use computers to find out about the availability of flights, prices, times,
stopovers and many other details.

EXERCISE 1. Scan the text and find definitions to these terms:

- The digital age

- The digital generation
- APDA

- A Smartphone

- AnATM

- APIN



EXERCISE 2. Read the text and answer the questions.

1
2
3
4.
S.
6
7
8
9.
1

. Why do some people say that we are living in the digital age?
. What are the advantages and the disadvantages of living in the digital age?

For what purposes do students use computers?
How are computers used for teaching?
How can a school website help teachers, parents and students?

. What are the functions of mobile phones?
. What are computers used for in banks?

How do computers control the cashpoints?
What do airline pilots use computers for?

0. What do travel agents use computers for?

EXERCISE 3. Read the statements and say whether they are true (T) or false (F). Correct the false ones.

1.

no

w

Young people who have grown up with PCs and mobile phones are often called the next
generation.

Computers help students to perform medical operations.

Students use projectors and interactive whiteboards teach sciences, history or language courses.
PCs are also used for administrative purposes — schools use word processors to write letters, and
databases to keep records of students and teachers.

Students can also enroll for courses via the website and parents can download music and
computer games.

Mobiles let you make voice calls, send texts, email people and download logos, ringtones or
games.

In banks, computers send information about the money held by each customer to anyone who
asks for it.

Customers insert their Chip and PIN cards into the Chip terminal and are asked to enter a five-
digit personal identification number (PIN).

Airline pilots use computers to play computer games during flights.

. Travel agents use computers to find out about the availability of flights, prices, times, stopovers

and many other details.

EXERCISE 4. Read the text carefully and complete the sentences given below.

1. Some people say that we are now living inthe _ age, meaning that computers have become
an____ partof our

2. Computers are used to __ the Internet, to __ basic and to with other
_____around the world.

3. PCs are also used for — schools use to write letters, and databases
to keep __ of students and teachers.

4. Students canalso __ for courses via the website and parents can official reports.

5. Witha___ camerayou can send picturesand make _in face-to-face

6. New smartphones combine a telephone with , video, a games , an MP3
player, a and a GPS , all in one.

7. In banks, computers enable staff to large and to out at
high speed.

8. With online banking, clients can easily and money from the of
their homes.

9. Pilots look at monitors which about and

10. Computers are also used to radar systems and air traffic.



EXERCISE 5. Find words in the text which have a similar meaning to:

- Tocarry out

- Ascreen

- To keep, save

- Aclient

- Integrated

- Important

- Information

- Tolet

- Over the Internet
- Monetary

EXERCISE 6. Match these words to make collocations from the text. Make up sentences using these
word combinations.

1. togive a) research

2. tokeep b) aPIN

3. to transfer C) exercises

4. toenter d) presentations
5. to access e) transactions
6. tocarry out f) calls

7. tocomplete g) databases, the Internet
8. todo h) money

9. tomake i) records

10. to store j) texts

11. to send k) information

EXERCISE 7. Use collocations from EX.6 to complete these sentences.

1. Thanks to Wi-Fi, it’s now easy to from cafes, hotels, parks and many
other public places.

2. Online banking lets you between your accounts easily and securely.

3. Skype is a technology that enables users to over the Internet for free.

4. In many universities, students are encouraged to using PowerPoint in order
to make their talks more visually attractive.

5. The Web has revolutionized the way people with sites such as Google and
Wikipedia, you can find the information you need in seconds.

6. Cookies allow a website to on a user’s machine and later retrieve it;
when you visit the website again, it remembers your preferences.

7. With the latest mobile phones, you can with multimedia attachments -

pictures, audio, even video.

EXERCISE 8. Find in the text the English equivalents for these Russian terms and expressions.

- BaXKHas 4acTh

- IIPOMTH KypC OHJIAH

- yOpaBJATh OHJIAWH-CHCTEMOU

- KOHTPOJMPOBATH OIIATYy

- JIOCTyM K 6a3aM JaHHBIX

- OIUTA4YMBaTh CYETA U MEPEBOJAUTH ACHBIM C OJHOTO CUETa HA APYIrou

7



- perynupoBaTh paboTy

- oToOpakaTh JaHHBIC

- BBECTHU IIUH-KOJ

- BBINOJHATH (0a30BbIC) OCHOBHBIC OTEpaIluy
- IOKa3bIBaTh MPE3CHTALUU

- 0Oe3omacHbIe MEPEBOIbI

- JIOCTYII B UHTEPHET

- yIy4YIIUTh HABBIKH

- HUCIOJIb30BAaTh I aJIMUHUCTPATUBHBIX IIEEH
- Tlo3BOJIATH KIIMEHTAM

- BBINOJHATH (UHAHCOBBIC TPAH3AKIIHH

- XpaHWUTh HHPOPMAIUIO

- 3alMChIBaThCS Ha KypC

- 0aHKOMATBI

- 3arpyartb (CKa4MBaTh) U300paKECHUS

- BbLIaBaTh JCHBIH

EXERCISE 9. Translate the following sentences from Russian into English.

1) CryneHTbl OOBIYHO 3aMUCHIBAIOTCS HA KYPChI Yyepe3 O(UIMaIbHbIA BEOCANT.

2) CwmapTrdoHbI — BaKHAs 4aCTh HAILICH KU3HH.

3) Kak BbI O1utaunBaeTe cyera M NepeBOAUTE JCHBIH?

4) Kak BbI peryiupyere paboTy rnepcoHana?

5) BbsI ucnonb3yere 6aHKOBCKYIO KapTy JUIsl OIUIAThI TOBAPOB U yCIyr?

6) Kak oHM MOATBEPKAAOT OILIaTy?

7) OH He UCTOJIB3YET BCTPOCHHYIO KaMepy OYECHb YacTo.

8) VY Hux Her qocTyma B Haury 0a3y JaHHbIX.

9) Omna He 3aKauMBacT MY3bIKY H KapPTUHKH.

10) Kak oHH COBEpILICHCTBYIOT CBOH HABBIKH?

11) TIperionaBateny 4YacTo HMCHOJB3YIOT IPOCKTOPhl W HMHTCPAKTHBHBIC JIOCKH, YTOOBI
ITOKAa3bIBaTh IPE3CHTALINN.

12) Kak BbI 00111a€TECh CO CBOUMH JIPY3bIMU?

13) OH Bcerza ucnonbs3yetr MHTEpHET, YTOOBI y3HATH O HATMYUYU OMJIETOB M IICHAX.

14) C noMoI1Ipi0 KOMITBIOTEPOB COTPYTHUKH BBIMOIHSIIOT (PUHAHCOBBIC TPAH3AKIIMU HA BHICOKOH

CKOPOCTH.

15) Kak yacto BbI MyOJIMKYETE YIPAXKHEHHS IS CTYJCHTOB?

16) Bbl nocbuiaete COOOMICHHUS ¢ MYJIbTUMEINA BIOKECHHSIME?

17)Kakasi mporpamMMa TIO3BOJIICT TIIOJIb30BATENISIM OECIUIATHO 3BOHUTH W OTHPABIIATH
cooOuienus no Murepuery?

18) Mcrnonb3yeT 11 OHA OHJIAMH OaHK?

19) Hy»Ho 1 MHE BBOJMTH ITUH-KO/I, KOT/Ia 5 TIOJIb3YIOCh OaHKOBCKOM KapTOi?

20) Dra crcTema Mo3BOJISET KIMEHTaM IPOBOMTD TPAH3aKIIUH JIETKO U 0€3011acHO.

21) Bamra KOMITaHUsI XpaHHUT JIMYHBIC TAHHBIE KIIMEHTOB?

22) OHa HCITOJIb3yeT MHOTO Pa3HBIX CAWTOB, YTOOBI HANTH HH(POPMAIIHIO, KOTOPYIO €l HaJo.

23) Bam kommbroTep nojicoeinHeH k MHTEepHETY?

24) Hamm nipernoiaBaTesii 9acTo UCIOIb3yIOT KOMIIBIOTEPHI 151 3 IMUHUCTPATUBHBIX IIEJICH.

25) 51 ynpasisito cBouMH cueTamu 1o MHTepHeTy.



Reading and Language Study 2

Uses of computers in various fields

The modern age is the age of Information technology. Computers have made a significant
impact on our society. It is difficult to imagine our lives without a computer. The computer
technology has importance in every field of life. Many types of computer are used in banks,
business, communication, defense and military, education, medical sphere, transportation,
multimedia, robotics, etc.

Today, computers are an important aspect of the defense industry. Military also employs
computerized control systems. Some military areas where a computer is used are Missile Control,
Military Communication, Military Operation and Planning, Smart Weapons.

The medical field is another place where computers are vital and used every day. More and
more medical records are digitally stored. It allows for quick access and transfer of medical
information. Computers help with monitoring a patient and can alert staff in the case of an
emergency. Computers can assist in the diagnosis of a patient, from gathering a patient's history and
conditions to comparing that information against a database of existing information. A lot of the
medical research is computer assisted. Although humans still do most surgery, it becomes more
practical and accessible for computer robot-assisted surgery. After being programmed, these robots
can make surgery more accurate, faster, and less prone to human errors.

In most parts of the world, it's impossible to use a product or service that doesn't utilize a
computer. The use of computer technology in business provides many facilities. Businessmen use
computers to interact with their customers anywhere in the world. Each employee has a computer
which allows them to produce work, solve problems for the company, to perform many business
tasks more quickly and efficiently. An organization can use computers for marketing their products.
Marketing applications provide information about the products to customers. Computer is also used
to manage distribution system, advertising and selling activities. Stock Exchange is the most
important place for businessmen. The stockbrokers perform all trading activities electronically.

EXERCISE 10. Scan the text and find the sentence with these collocations:

- asignificant impact
- multimedia

- military and defense industry

- robotics

- computerized control systems

- missile control

- emergency

- robot-assisted surgery

- advertising and selling activities
- stock exchange

- to interact with customers

- to solve problems

- to monitor a patient

- to perform some trading activities
- to conduct bids

EXERCISE 11. Read the text and answer the questions.

1. Computers are involved into all areas of life, aren’t they? Find examples.
9
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How does the defense industry use computerized control systems?
Is a computer vital and important in the medical field? Find examples.

How can the use of computer technology change the business process?
How do stockbrokers perform all trading activities nowadays?

EXERCISE 12. Find words in the text which have a similar meaning to:

a field

goods

mistakes

to allow

a vital aspect

to pass information
quick access
computer-assisted
to control

EXERCISE 13. Translate the following sentences from Russian into English.

10.

KomnbroTep — BakHast 4acTh BeeX cep AeITebHOCTH.

KoMmanuu HCIosIb3yl0T BO3MOKHOCTH KOMIIBIOTEPA YTOOBI BBITIOJHUTE 33/1a4l OBICTPO H
3¢ peKTUBHO.

brnarogapss mocTymy B HMHTEPHET KOMITBIOTEPHI  TO3BOJIIOT OCYHICCTBIIATH MPOJAKY
TOBApOB 10 BCEMY MUDY.

YcnemHoe B3aUMOOTHOINEHWE C OW3HEC TAapTHEpPAMH  OCYIICCTBIISCTCS B WHTEPHET
MIPOCTPAHCTBE.

HeBo3MOXHO TIPEJCTaBUTh BOCHHYIO IPOMBIIUICHHOCTh 0€3 KOMITBIOTEPH3UPOBAHHBIX
CHCTEM KOHTPOJIS.

B macrosimee BpeMst Best nH(MOpMANHs O MalMEHTaX W MX UCTOPHH OOJIE3HW XPAHUTCS B
ANEKTPOHHBIX 0a3ax JTaHHBIX.

KoMIbroTepu3npoBaHHbIE CHCTEMBI MMOCTAHOBKH JHArHO3a IMO3BOJISIIOT OBICTPEE BBISBHUTH
MPUYUHY OOJIE3HH.

[TepcoHan MEAWIIMHCKUX YUYPEKICHUA WCIIOIB3yeT KOMITBIOTEP U €r0 BO3MOXKHOCTH IS
MMOCTAaHOBKH TUarHo3a, XpaHeHust uHpopmauu u opopmIIeHUs CIIPABOK.

BHenpeHne OOHOBJICHHBIX CHCTEM YIPABICHHUS W KOHTPOJSl 3HAYUMO JUIi OOOPOHHOMN
MPOMBIIIIJICHHOCTH.

KommeroTepu3npoBanHble W WHGOPMAIMOHHBIE TEXHOJOTHUU BHEAPSIOTCS BO  BCE
npodeccroHanbHble 00IACTH.

Speaking

EXERCISE 14. Answer the following questions.

SRR .

Computers are now widespread, aren't they?

How old were you when you learnt about the computer?

Who uses computers today? Give examples of the impact computers have on our lives.
What are the reasons for buying home computers?

How often do you work with a computer?

Does good knowledge of English help to operate the computer better?

10



EXERCISE 15. Prove the following statements.

We are now living in the digital age.
Computers are very important for teaching and studying.

Computers have radically changed banking.

1
2.
3. School sites can be useful for both parents and students.
4
5

Computers have radically changed traveling.

EXERCISE 16. Work in pairs and prepare a dialogue. Choose the topic of your conversation.

1)

2)

Student A has just bought a new mobile phone and is telling his friend about its functions.
Student B is interested in the mobile phone’s functions and asking questions about it.
Student A is interested in the model and has a lot of questions to a sales assistant about it.
Student B is a sales assistant who can give professional advice about devices in the shop.

Writing

EXERCISE 17. Share your experience of using a computer. These questions will help you to clarify
the way you can structure your text.

ogakrwdE

How often do you use a computer in your daily life?

What type of a computer is more convenient for you?

Do you use a computer for educational purposes? Give examples.

Does a computer help you to entertain yourself?

How often does your family use a computer? What for?

Can you imagine yourself using a computer for professional purposes at the moment?

Revision

EXERCISE 1. Choose the correct word or word combination to complete the sentence.

1)

2)

3)

4)

5)

6)

Young people who have grown up with PCs and mobile phones are often called the
generation.
A. digenous B. digital C. digging

A school website allows teachers to publish exercises for students to online.
A. compete B. compel C. complete

Students can also enroll for via the website and parents can download official
reports.
A. cursors B. curses C. courses

use projectors and interactive whiteboards to give presentations and teach sciences,
history or language courses.
A. Airline pilots B. Travel agents C. Teachers

With a built-in camera you can send pictures and make video calls in face-to-face :
A. mold B. mode C. model

Computers control the cashpoints, which money to customers.
A. disperse B. displace C. dispense

11



7) Using Chip and PIN cards makes transactions more

A. profitable B. secure C. frequent

EXERCISE 2. Match the words and expressions with their definitions.

1. skills a) the aim that someone wants to achieve, or that something is
intended to achieve

2. to access b) the ability to do something well, usually as a result of experience
and training

3. toallow c) a particular way of doing something

4. tocomplete d) the action or process of buying or selling something

5. mode e) safe from attack, harm, or damage

6. secure f) to get information, especially from a computer

7. transaction g) to give someone permission to do or have something

8. purpose h) to finish something

EXERCISE 3. Put the words in the correct word order.

N =

oo

~

basic / computers / to do / the Internet / use / research / to access / and / students /

and / parents / reports / log on to / official / the school site / download /

complete / via / online / the website / exercises / courses / students / and / enroll for /

music and games / to store / mobile phones / emails / people / to send and receive /
information / use / to play

with / do / combine / new / a telephone / smartphones / what / ?

to pay / from / and / your bills / use / it / the comfort / online banking / transfer money / of
your home /

controlled / also / or ATMs / computers / are / cashpoints / by /

pilots / planes / airline / do / control / how / ?

EXERCISE 4. Translate the following sentences from Russian into English.

orwdPE

~No

9.

Moutozibie X011 BBIPOCIN C KOMITBIOTEPAaMH, KOTOPBIE CTAIN Ba)KHOM YacCThIO UX JKU3HU.
JIjig Kakux 1esnei NCroib3yrTcss KOMIBIOTEPHI?

Yro oTOoOpaxkaroT MOHUTOPHI?

CTyneHThI UCIIOJIb3YIOT KOMITBIOTEPHI JUIsl y4eObl U OOLICHHUS.

[IpenogaBaTenu pa3MelalOT TECTHI, 3aJaHUS U YIPAXHEHUS, KOTOPbIE CTYIEHTHI JEIal0T
OHJIAMH.

PonuTenu 3axoi4T Ha CallT MIKOJIBI MJIM YHUBEPCUTETA M CKAUUBAIOT TaOEIN yCIIEBaEMOCTH.
Ceituac ectb IHTEpHET-KOMIaHUH, KOTOPBIE MTPEIJIararoT SA3bIKOBbIE KYpPChl OHJIAMH.
Hekotopble roaM 3amuCBIBAIOTCS Ha OeCIUIaTHbIE OHJIAWH-KYpChl OT  BEAYIIHX
YHUBEPCUTETOB MHPA.

«Kypcepa» 3T0 MPOEKT MacCOBOT0 OHJIAH-00pa30BaHMS.

10. OrutaurBaTh TOBapHI M YCIYT'H YUIIOBOW KapTOl yaoOHee u Oe30macHee.
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UnitII

What is a computer?
Warm-up

1. What is a computer?
2. Do you agree that everybody needs a computer? Why or why not?
3. What parts does a PC consist of?

Reading and Language Study 1
What is a computer?

A computer is an electronic machine which can accept data in a certain form, process the
data, and give the results of the processing in a specified format as information.

First, data is fed into the computer’s memory. Then, when the program is run, the computer
performs a set of instructions and processes the data. Finally, we can see the results (the output) on
the screen or in printed form.

A computer system consists of two parts: hardware and software. Hardware is any
electronic or mechanical part you can see or touch. Software is a set of instructions, called a
program, which tells the computer what to do. There are three basic hardware sections: the central
processing unit (CPU), main memory and peripherals.

Perhaps the most influential component is the central processing unit. Its function is to
execute program instructions and coordinate activities of all the other units. In a way, it is the
‘brain’ of the computer. The main memory (a collection of RAM chips) holds the instructions and
data which are being processed by the CPU. Peripherals are the physical units attached to the
computer. They include storage devices and input/output devices.

Storage devices (hard drives, DVD drives or flash drives) provide a permanent storage of
both data and programs. Disk drives are used to read and write data on disks.

Input devices enable data to go into the computer’s memory. The most common input
devices are the mouse and the keyboard. Output devices enable us to extract the finished product
from the system. For example, the computer shows the output on the monitor or prints the results
onto paper by means of a printer.

In the rear panel of the computer there are several ports into which we can plug a wide
range of peripherals — a modem, a digital camera, a scanner, etc. They allow communication
between the computer and the devices. Modern desktop PCs have USB ports and memory card
readers on the front panel.

EXERCISE 1. Scan the text and find definitions to these terms:

- A computer

- Hardware

- Software

- CPU

- Peripherals

- Storage devices

13



EXERCISE 2. Read the text and answer the questions.

1) What is a computer?

2) How does a computer process the data.

3) What does hardware system consists of?

4) What function does the CPU have?

5) What function does the main memory have?
6) What do peripherals include?

7) Why does a computer need input devices?
8) Why does a computer need output devices?
9) What is a USB connector?

10) Find two types of the computer’s panels.

EXERCISE 3. Read the statements and say whether they are true (T) or false (F). Correct the false
ones.

1) The main part of a computer is a monitor.

2) A keyboard is an output device.

3) Hardware is any mechanical part of a computer system.

4) There are 2 basic hardware sections.

5) The main memory hold instructions and data which are processed by the CPU.
6) CPU means central protecting unit.

7) Software is a set of peripherals.

8) Input devices enable data to go out of the computer.

9) Disk drive is an example of storage device.

10) USB ports allow communication between a computer and flash memory.

EXERCISE 4. Read the text carefully and complete the sentences given below.

1)

2)
3)
4)
5)
6)

7)
8)

9)

A computer is an machine which can accept in a certain form,
process the data, and give the results of the processing in a specified format as

A computer system consists of two parts: and

Hardware is any electronic or mechanical part you can or

Software is a set of , called a program.

CPU is the

CPU’s function is to program 1nstruct10ns and activities of all the other
units.

The main memory consists of a collection of

The physical units attached to the computer are called . They include storage devices
and devices.

Hard drives provide a storage of data and programs.

10) Input devices enable data to go the computer’s memory. Output devices enable us to

the finished product from the system.

EXERCISE 5. Find words in the text which have a similar meaning to:

- Toreceive data

- Toenter

- Results of a computer
- Important part

- Tocarry out

- To control
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EXERCISE 6. Match these words to make collocations from the text. Make up sentences using these

Parts of a computer

To connect

Constant

To allow

To take from the system
The back panel

word combinations.

1.
2.

3.

oo

8.

software
peripherals

main memory

hard drive (hard disk)
hardware

input

ports

output

9)CPU

the brain of the computer

b) physical parts that make up a computer

system
programs which can be used on a
particular computer system

d) the information which is presented to

the computer

results produced by a computer

input devices attached to the CPU
section that holds programs and data
while they are executed or processed
magnetic  device used to store
information

sockets into which an external device
may be connected

EXERCISE 7. Fill in the table using the terms and make your sentences.

USB ports Charging circuit Earphones ports

Memory card reader

DVD drive Speakers ports

Rear panel of a computer

The front panel of a computer | Both side panels of a laptop

1)
2)
3)

There is/ there are

There is/ there are

There is/ there are

rear panel of a computer.
the front panel of a computer
both side panels of a laptop

EXERCISE 8. Find in the text the English equivalents for these Russian terms and expressions.

1)
2)
3)
4)
5)
6)
7)

DNeKTpOHHAsl TEXHUKA
[IpuauMaTh 1aHHbIE
OOpabatbIBaTh TaHHBIC
[TamsTh

HaGop unctpykuuit
[IporpamMmMHoe obecrieueHue
Texuuueckoe obecrnieueHue
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8)
9)

CocToAaTh U3
BBITIONTHATE HHCTPYKITUU

10) YpaBisite paboToOii Bcex 4acTell KOMIbIOTEpa
11) [MoacoearHEHHBIH K

12) Bxitoyathb

13) [TocTostHHOE XpaHCHHE JaHHBIX

14) Beinath npoayKT

15) BcTaBuTh/10ICOE TUHUTD KaOelhb

EXERCISE 9. Look at the BOX and then use suitable expressions to complete the sentences.

1)
2)
3)
4)
5)
6)
7)

8)

o include(s)
o consist(s) of :
. consist(s) of .
e Thereis/are .
e  canbedivided into
o are classified into
A computer hardware and software.
Hardware : , ,
many available programs nowadays.
Peripherals three types: input, output and storage devices.
Storage devices into .
some output devices such as : : :
A word processing program software which lets the user create and edit
texts.

types of network architecture: peer-to-peer, where all computers have the
same capabilities, and client-server (e.g. the Internet), where servers store and distribute
data, and clients access the data.

Speaking

EXERCISE 10. Answer the following questions.

1)
2)
3)
4)
5)
6)

What unit coordinates the operation of all computer parts?
What unit allows to connect a printer and the CPU?

What unit holds the instructions and data?

What unit provides a permanent storage of data and programs?
What unit lets extract the finished product from the computer?
What unit allows to read and write data on disks?

EXERCISE 11. Prove the following statements.

1. A computer is a set of electronic devices.
2. The most influential component of a computer is the central processing unit.
3. Input and output devices are necessary parts of a computer.
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EXERCISE 12. Work in pairs and prepare a dialogue. Choose the topic of your conversation.

Your company is considering replacing all the office PCs with laptops.
1) Student A is very interested in the benefits and has a lot of questions to a sales assistant
about it.
Student B is a sales assistant explaining the benefits for the employees and the company.

2) The directory of your university is considering buying laptops or tablets for all students.
Student A is interested in the benefits of these devices and has a lot of questions to a sales
assistant about them.

Student B is a sales assistant explaining the benefits for the students and the University.

Writing

EXERCISE 13. Fill in the chart and describe it using all the necessary expressions. Make reference
to your own device.

Computer
system

Software

Reading and Language Study 2
Types of computers

A computer is an electronic device that accepts data, processes it, stores, and then produces an
output. There are different computer types available depending on the number of users they can
support at any one time, their size, and power. The four basic types of computers are
supercomputers, mainframe computers, minicomputers, microcomputers.

Supercomputer

The most powerful computers in terms of performance and data processing are the
supercomputers. These are specialized and task specific computers used by large organizations.
These computers are used for research and exploration purposes, like NASA uses supercomputers
for launching space shuttles and controlling them. The supercomputers are very expensive and very
large in size. It can be accommodated in large air-conditioned rooms; some super computers can
span an entire building.

Mainframe computer

Although mainframes are not as powerful as supercomputers, but certainly they are quite
expensive nonetheless. Many large firms and government organizations use mainframes to run their
business operations. The mainframe computers can be accommodated in large air-conditioned
rooms because of its size. Super-computers are the fastest computers with large data storage
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capacity. Mainframes can also process and store large amount of data. Banks, educational
institutions and insurance companies use mainframe computers to store data about their customers,
students and insurance policy holders.

Microcomputer

Desktop computers, laptops, gaming consoles, calculators, sound and navigation system of a
car, personal digital assistant (PDA), tablets and smartphones are all types of microcomputers. The
micro-computers are widely used and the fastest growing computers. These computers are the
cheapest among the other three types of computers. The micro-computers are specially designed for
general usage like entertainment, education and work purposes. Well known manufacturers of
micro-computer are Dell, Apple, Samsung, Sony & Toshiba.

EXERCISE 14.Read the text “Types of Computers” and check the meaning of these words and phrases:

- task-specific computers

- accommodated in large air-conditioned rooms
- data storage capacity

- large amount of data

- insurance companies

- designed for a single user

- support users

- be widely used

- designed for general usage

- well known manufacturers

EXERCISE 15. Fill in the table and describe it using all the necessary expressions.

Type of a | Supercomputer Mainframe Microcomputer
computer

Size large

Performance

Functions

Data storage
capacity

Accommodation
conditions

Areas of use

EXERCISE 16. Translate the following sentences from Russian into English.

1) Bce coBpeMeHHbIE MOJEIHM KOMITBIOTEPOB pa3lHYalOTCs MEXAYy CO0OW MO MHOTHUM
napaMmerpam - radbapuram, QyHKIIMOHAITY, BO3MOKHOCTSIM, TEXHUYECKUM XapaKTepUCTHKAM,
a TaK)Ke Ha3HAYCHMUIO.

2) Hawubonee pacrnpOoCTpaHEHHBIM THIIOM BBIYHUCIUTEIBHOW TEXHHKH IO MpPaBy CUYUTAKOTCS
IIEPCOHAJIbHBIE KOMITBIOTEPHI.

3) Ilepconanbupiii kommbiotep (ITK) — 3TO0 MHKpPOKOMIBIOTEP, CIPOSKTHPOBAHHBIA ISt
HCIIOJIb30BAHUS OTIEIbHBIM YETIOBEKOM.

4) HoyrOyk— 3TO BHUJ MOPTATUBHOTO KOMITHIOTEPA C BCTPOCHHBIM JMCILICEM, KJIaBHATYPOA,
KypCcOpOM (BMECTO MBIIIIN).

5) Jlake HECMOTpsS Ha TO, YTO HOYTOYKHM CYIIECTBCHHO KOMIIAKTHEH W MOOWJIBbHEH, dYeM
CTallMOHAPHBIE KOMIIBIOTEPHI, OHU TAK XK€ pa3AeAIoTCs MeX Iy co0oii 1o rabapuram U Becy.
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6) HacToibHBIN KOMIIBIOTEP - CTAIIMOHAPHBINM TEPCOHAIBHBIH KOMITBIOTED, MPEAHA3HAUYCHHBIN
B MIEPBYIO o4epeab sl paboThl B 0duce WK B JOMAIIHUX YCIOBHSIX.

7) HerOyk - HOYTOYK C MaJCHbKAM 3KPaHOM M OTHOCHUTEIIFHO HEBBICOKOW MPOU3BOIUTEIb-
HOCTbIO, TMIpelHa3HAYeHHBIH s BbIxona B HMHTepHer u  paboThl €  O(UCHBIMU
npuiaokeHussMu. OTIUYaeTcss KOMIAKTHBIMH pa3MepamH, HEOOJBbIIMM BECOM, HHU3KHUM
SHEPronoTpeOIeHUEM U OTHOCUTEIFHO HEBBICOKOW CTOMMOCTHIO.

8) HerOyku OTIMYHO MOAXOIST JJIs TeX JIOJACH, KOTOpbIE JOOSIT paboTaTh HE TOJBKO 3a
orpezeNeHHbIM paboYuM MECTOM, HO U B JIOPOTe, TO €CTh B MIPOLIECCE MOE3/IKH, B pECTOpaHE
WIH B MaIlluHE.

9) CeromHsi KOMIBIOTEPbI MIPUMEHSIOTCS Ul PEIICHUS MHOTOYMCICHHBIX M Pa3HOOOPa3HbIX
3aja4, TakWxX, Kak oOpaboTka TekcTa, rpaduka u mepepaboTKa OONBIIMX MAaCCHBOB
nHpopMaIuu.

10) [TnaHIIeTh BECAT 3HAYUTEIHHO MEHBIIIC HOYTOYKOB U JIaXKe HETOYKOB.

11) Cy1ecTBYIOT 1Ba OCHOBHBIX THIIA KOMITBIOTEPOB: aHAJIOTOBbBIC U I (POBBIE.

12) IlporpamMHoe  oOecrieueHHE MPEACTaBIsACT COOOH  COBOKYIHOCTh  KOMITBIOTEPHBIX
MHCTpYKUMHA. OHO OXBaThIBACT MPOTpPaMMbl, MOANPOrpaMMbl (pa3fenbl MPOrpamMMbl) H
nannbie. Takum 0Opa3oM, MporpaMMHOe 00ECTIeUeHHE YKa3bIBA€T KOMITBIOTEPY, UTO JeaTh,
KaK, KOTJ[a, B KaKO MOCIe0BaTeIbHOCTH U KaK 4acTo.

13) MeitHdpeiiMbl TPUMEHSIOTCSI Ha KPYIHBIX MPEIIPUATHSAX, TAC TPeOyeTcs OpraHu3anus
Oecniepe0oitHOi paboThl ¢ BBOAOM-BBIBOJIOM W 00paOOTKON OOJBIINX AAaHHBIX (Hampumep,
npopaxka OWIIETOB, OOCIY)KMBaHUE IUIATEKHBIX TEPMHUHAIOB M T. 1.), B OaHKOBCKHX
CUCTEeMaXx, B CHCTeMax YIpaBJICHUS U T.1I.

14) CynepkOMITBIOTEPBI - 3TO KJIACC KOMIIBIOTEPOB, MPEACTABISIOIINI CO00H OYEHb MOIIHBIC
YCTPOMCTBA, C MAaKCHUMAallbHO BBICOKOW MPOU3BOIUTENBHOCTBIO, MpeIHA3HAYCHHBIC IS
BBITIOJIHEHUS CHIEM(PHUUECKUX 3a7a4 U Pacuy€ToB, MOICITUPOBAHHSA IPOIECCOB B PA3HBIX
00JacTIX HAyKH U TEXHUKH, IPOBEJICHUsI OUPKEBBIX OIMEPAIIHIA.

Revision
EXERCISE 1. Choose the correct word or word combination to complete the sentence.

1) The computer shows the on the monitor.
A. images B. input C. output

2) In the rear panel of the computer there are several ports into which we can plug a wide range
of .
A. cursors B. peripherals C. RAM chips

3) People think that the most component of a computer is the CPU.
A. available B. secure C. influential

4) There are three basic hardware : the CPU, main memory and peripherals.
A. sections B. ideas C. functions.

5) The main memory the instructions and data which are being processed by the
CPU.
A. processes B. accepts C. holds.

6) Peripherals are the devices - to the computer.
A. showed B. transferred C. attached

7) Output devices us to extract the finished product from the system.
A. enable B. displace C. dispense
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EXERCISE 2. Translate the words in the right column into English and the words in the left column

into Russian.

1. The rear panel

2. The front panel

Central processing unit

Keyboard

A Flash drive

Mother board

Peripherals

el ifeallie S (02

Storage device

1. Ilopr

o

[IporpammHuoe
obecrieueHue

TexHuyeckoe odecreyeHme

Buneokapra

Kapt -punep

PoseTka/rHe3n0/pazpem

DJIEKTPOHHAs TEXHUKA

X N|o| 0~ w

Dremka

EXERCISE 3. Match the words to find synonyms.

1) to perform a set of instructions a) To attach/ to connect

2) to plug into b) To execute

3) to consist of c) To coordinate the operation
4) to control the work d) To receive data

5) to accept data e) To keep

6) to store the data f) Toinclude

EXERCISE 4. Put the words in the correct word order.

1) performs/aset/and /the computer /of / the data / instructions / processes/

2) parts /a/ of / consists/ hardware/ and / two / computer system/ software.

3) function / to execute / is/ program / instructions/ of / the CPU.

4) data/ on/ disks/ disk/ to read /drives / are used / and /write.

5) ports / there are/ memory card / the front and rear panels / several /and / readers/ on .

EXERCISE 5. Choose the chart and describe it using all the necessary expressions. Make reference

to your own device.

include(s)
consist(s) of
There is/are .
can be divided into
are classified into

AN NN NN
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SRAM

Types of computer

Computers

Maln frarmve

COM v

Ay
computer

Types of Computer

i Software

Compulter
Software

|

Systemn
Software

Application
Software

|

]

L
Primary Secondary
Memory Memory
1
—_— ¢ ' i ' -
ROM Compact | | Flop, Magnet
non-volatle HOD 550 Disk g Tap
PROM
EPROM EEPROM
e

System

Management
Programs

Development
Programs

System

Standard
Application
Programs P

Unique

Application

rograms

EXERCISE 6. Translate the following sentences from Russian into English.

1)
2)

3)

4)
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KomMmrbroTep — 2JIeKTpOHHO-BBIYUCIUTEIbHAS MaIIMHA, CIIOCOOHAsI BBIMIOIHATH OMpPEIEIEH-
HYIO TTOCTIEIOBATEIHHOCTH OTICPAITHIA.
KoMrbroTep cOCTOUT M3 CUCTEMHOTO 0JIOKa U MepuEePUIHHBIX YCTPONCTB (MOHUTOP, MBIIIIb,
KJIaBHaTypa | T.I1.).
B cucremHOM O50KE pacmoioXKeHbl: OJIOK MUTAHUS, KECTKUW IUCK, MaTepUHCKas IUIaTa,
OTlepaTUBHAs TMaMsTh, 3BYKOBas KapTa, BHJIEO KapTa, ceTeBas KapTa, AMCKOBOI M JPyTUe
KOMIUICKTYIOIINE, KOTOPbIE HEOOXOAMMBI JJI PACIIUPEHUS] BO3MOXKHOCTEH.
[Tporeccop obecriednBaeT M BEIYUCIISIET BCE OTIEpAIH Ha KOMITBIOTEpE.




5) OmepaTuBHasi MaMsATh - 3TO MaJCHbKas IiaTa HeoOXoaumasi ISl XpaHEHUsS BPEMEHHBIX
nanHblx. Korma Bbl 4To-TO KoOmupyeTe, 3Ta HH(OpPMalMs BpPEMEHHO XpPaHUTCS Ha
OIepaTUBHOM MAMSITH.

6) Buaeokapra mo3BoisieT nepeaBaTh H300paKeHUs ¢ KOMITbIOTEpa Ha 3KpaH/MoHHUTOp. OHa
BCTaBJISIETCS] B MATEPUHCKYIO TUIATY B CBOW Pa3beM.

7) JKecTkuil TuCK XpaHUT BCIO MH(MOPMALIKIO U (DaiiyIbl, B TOM YKCIIE ONEPALMOHHYIO CUCTEMY,
IporpaMMel, Opay3epsl, GOTO, My3bIKY H T.J.

8) Ecinm BaM HeoOX0AMMO CKONMUpPOBaTh HMH(OpPMalMIO C JUCKA, TOTAA BaM MOHAI00UTCA
nuckoBosl. Ho Ha cCOBpeMEHHBIX KOMITBIOTEPaX YK€ PEIKO BCTPETHUIIL TUCKOBOI.

9) B nHacrosimiee Bpems Bce MOJIb30BATENIN XPAHSAT JaHHbIE Ha (hielKax.

10) Ha 60okoBbIx nmaHensix HOyTOyka ectb USB mopThl, KapT-puaepsl U JIp.

Unit III

IT professionals
Warm-up

1. What qualification are you going to get after graduating from the university?
2. Make a list of the jobs you know in ICT. Try to write down as many jobs as you can.
3. Compare your lists with other students in your group.

Reading and Language Study
IT professionals

Most ICT-related jobs need to analyze, design, develop, manage or support computer
software, hardware or networks. The main requirements for being a good programmer are nothing
more than a good memory, an attention to detail, a logical mind and the ability to work through a
problem. All the people involved in the different stages of development of a computer project, i.e.
analysts, programmers, support specialists, etc. are controlled by a project (or IT) manager.

IT managers manage projects, technology and people. Any large organization will have at
least one IT manager who is responsible for the maintenance of servers and the installation of new
software, and for staffing a help-desk and a support group.

Systems Analyst studies methods of working within an organization to decide how tasks
can be done efficiently by computers. He takes a detailed analysis of the employer’s requirements
and work patterns to prepare a report on different options for using information technology. This
may involve consideration of hardware as well as software. He either uses standard computer
packages or writes a specification for programmers to adapt existing software or to prepare new
software. Also, he may oversee the implementation and testing of a system and acts as a link
between the user and the programmer.

Computer Systems Analyst Programmer creates the software programs used by
computers. He may specialize in the internal operating systems using low level computer language,
or in applications programs. May specialize in one aspect of the work, e.g. programming, systems
design, systems analysis, or cover them all. His job involves supporting the system through advice
and training, providing user manuals, and helping users with any problems that arise.

Application Programmer writes the programs which enable a computer to carry out
particular tasks. He may write new programs or adapt existing programs, modify computer
packages to meet the needs of an individual company. Application Programmer also checks
programs for faults and does extensive testing.
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Hardware Engineer researches, designs, and develops computers, or parts of computers
and the computerized element of appliances, machines, and vehicles. Also he is involved in their
manufacture, installation, and testing. He may specialize in different areas: research and
development, design, manufacturing. He has to be aware of cost, efficiency, safety, and
environmental factors, as well as engineering aspects.

Software Engineer/Designer produces the programs which control the internal operations
of computers. He converts the system analyst's specification to a logical series of steps, translates
these into the appropriate computer language. He designs, tests, and improves programs for
computer-aided design and manufacture, business applications, computer networks, and games.

Software testers are involved in the quality assurance stage of software production. They
conduct tests to ensure the software has no errors before software is passed to everyday users.
Typical responsibilities of a tester include monitoring applications and software systems, writing
bug reports (errors reports), reviewing documentation, providing objective feedback to software
development project teams.

Computer Salesperson advises potential customers about available hardware and sells
equipment to suit individual requirements. He discusses computing needs with the client to supply a
suitable system. He is responsible for organizing the sale and delivery and, if necessary, installation
and testing. He may arrange support or training, maintenance, and consultation. He must have
sufficient technical knowledge.

Computer Systems Support Person is responsible for maintaining, updating, and
modifying the software used by a company. Some support people specialize in software which
handles the basic operation of the computers. This involves the use of machine codes and
specialized low-level computer languages. They may sort out problems which users encounter.
Solving problems may involve amending an area of code in the software, retrieving files and data
lost when a system crashes.

Network Support Person maintains the link between PCs and workstations connected in a
network. He uses telecommunications, software, and electronic skills, and knowledge of the
networking software to locate and correct faults. This may involve work with the controlling
software, on the wiring, printed circuit boards, software or microchips on a file server, or on cables
either within or outside the building.

Changing technology is one reason computer professionals will continue to be in demand in
the future.

EXERCISE 1. Scan the text and find descriptions of these terms:

- An IT manager

- A systems analyst

- A software engineer

- A software tester

- A hardware engineer

- A Computer Systems Support Person
- Network Support Person

EXERCISE 2. Read the text and answer the questions.

1) Who is involved in coordinating of different stages of Software development?

2) What responsibilities does a Systems Analyst have?

3) What specialist act as a link between a user and a programmer?

4) What specialist can solve computer problems in a company?

5) What responsibilities does a Software Engineer and a Software tester have?
What knowledge should he/she have?

6) What responsibilities does a Computer Salesperson have?
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What knowledge should he/she have?
7) What responsibilities does a Hardware Engineer have?
What knowledge should he/she have?
8) What responsibilities does a Network Support Person have?
9) Which professionals work with end-users?
10) Why will computer professionals continue to be in demand in the future?

EXERCISE 3. Read the statements and say whether they are true (T) or false (F). Correct the false

ones.

1.

2.

3.

4.

5.

A computer salesperson organizes the sale and delivery of a computer system but doesn’t
install and test it.

A software engineer makes up a complete systems program combining programs compiled
from libraries.

A computer systems analyst programmer specializes only in one aspect of the work, e.g.
programming, systems design or systems analysis.

A software engineer is the only person in a company who is responsible for the quality
assurance stage of software production.

A network support person sometimes works outside.

EXERCISE 4. Classify these jobs under the heading that best describes their function.

software engineer, help desk technician, database administrator, a supervisor, network analyst,
systems analyst, hardware engineer, network administrator, a senior programmer.

analyze design/develop manage support

EXERCISE 5. Find words in the text which have a similar meaning to:

To oversee

To adapt
Requirements

To consult

To know

To produce (programs)
To amend

To correct faults

A client

EXERCISE 6. Complete the sentences given below and translate them into Russian.

1)

2)
3)

4)

5)

A software engineer the system analyst’s specification  a logical series of
steps.

A computer sales person potential customers __ available hardware.
Hardware engineers may different areas, research and development,
design, manufacturing.

A computer systems analyst programmer may the system advice and
training, providing user manuals and so on.

Systems support people are maintaining, updating and modifying the

software used by a company.
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6)

Hardware engineers should be cost, efficiency, safety, environmental factors
and engineering aspects.

EXERCISE 7. Read the text carefully and complete the sentences given below.

E.gQ.

1)
2)
3)
4)

5)
6)
7)
8)
9
10)
11)
12)
13)
14)
15)
16)
17)

organizes the sale, delivery of Software. - Computer Salesperson

produce the program.

sell equipment.

design parts of a computer.

work with wiring, printed circuit board, microchips on a file server, or on

cables.
amend an area of code in the software.

retrieve files and data lost when a system crashes.

write specification of company’s software for programmers.

install hardware.

advise and help users.

locate ant correct faults.

develop parts of a computer.

maintain the link between a PC and workstation connected in a network.

know (to be aware of) engineering aspects.

oversee the implementation and testing of a system.

act as a link between the user and the programmer.

test computer systems.

provide manuals to users.

EXERCISE 8. Read these descriptions of jobs in computing and make notes about the main
responsibilities.

Job

Main responsibilities

Systems analyst Studies employer's requirements and working patterns. Reports on different

options. Writes specifications for programmers. Oversees implementation and
testing.

EXERCISE 9. Find in the text the English equivalents for these Russian terms and expressions.

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16)
17)

D¢ (heKTUBHO BHIMOIHATH 331241

Jenars netanbHbIA aHATU3

TpeboBanus paboronarens

IToaroToBUTH OTYET

[Tucatp cnenndukanuio a1 NporpaMMHUCTOB
[IpenocTaBuTh MONB30BATENAM UHCTPYKIIUU
AnantupoBaTh IPOrpaMMHOE oOecrieueHue
AHanu3 cucTeMsl

KomnbroTepu3npoBaHHbIE 2JIEMEHTHI IPUOOPOB
YcTaHOBKa M TECTUPOBAaHUE aNapaTHOro 00ecreueHus
HccnenoBanue u pazpaborka

CroumocTh, MPOU3BOAUTENHHOCTh U 0€30M1aCHOCTH
DakTOPBI OKPYKAIOILEH CpE/bl

Konseptuposats

Jlormueckast ociieJ0BaTeIbHOCTD I1aroB
CoOTBETCTBYIOIINI KOMITBIOTEPHBIN SI3bIK
Cozpnanue U TECTUPOBAHUE CUCTEM
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18) Yay4mmare nporpaMmMsl

19) VBepeHHOCTh B Ka4eCTBE

20) KoHCybTHPOBATh KIIMEHTOB

21) UnauBuyanbHbIe TPeOOBaHUS

22) [IpoxaBats 000pyI0BaHUE

23) ITocTaBsITh COOTBETCTBYIOIIME KOMITBIOTEPHBIC CHCTEMBI
24) Opranu30BbIBaTh MPOAAXKY U JOCTABKY

25) Ioanepxka, BeeHUE U KOHCYIbTUPOBAHUE

26) JlocTaTo4HbIC TEXHUYECKHE 3HAHMS

27) Benenue, 00HOBJIEHHE ¥ MOAU(DUKAIIUS IPOrPAMMHOI0 00CCIIeYeHUS
28) Cniennanm3upoBaThCs B IPOrPaMMHOM 00€CIICUCHHH

29) Hu3koypoBHEBbIE KOMITBIOTEPHBIC SI3BIKA

30) Boccranosnenue ¢aiiinon

31) KoppekTupoBarh OIIHOKH

32) IloTepsiHHBIC TaHHBIC

33) C6oit cucTeMsl

34) DneKTPOHHbBIC HABBIKH

35) OOHapyX HTh ¥ YCTPAHUTH HEUCTIPABHOCTH

36) BeIsiBISTE ¥ pemiaTh npooIeMbl

EXERCISE 10. Match these words to make collocations from the text. Make up sentences using
these word combinations.

1. To be responsible a) of cost

of efficiency

of safety

of engineering aspects
2. To specialize b) in development

in research

in manufacturing

in testing

3. To be aware c) amending

supporting

providing

helping

4. To be involved d) for maintaining

for installation

for organizing

for updating

5. Toinvolve e) in software

in programming

in applications programs
in systems analysis
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EXERCISE 11.Match the following words and word combinations (1-6) with their definitions (a-f).

1. manual

a) adetailed description of what a job involves

2. deadline

b) a date or time by which you have to do or complete something

3. job specification | c¢) change into something completely different, or to make something

change in this way

standard

4. maintain d) a book that gives instructions about how to do something, especially
how to use a machine

5. edit e) use something for a particular purpose

6. utilize f) make sure that something stays at the same level, condition, rate, or

LANGUAGE BOX

Suffixes for job

-er webmaster
manufacturer
publisher

-eer engineer
auctioneer

-or animator
operator

-ant IT consultant

-cian

-ist

IT assistant
technician
electrician
typist
scientist

EXERCISE 12. A) Study the suffixes for job in LANGUAGE BOX below.

Prospective webmasters may also learn the job by taking
a basic adult education course in Web design.

The U.S. Bureau of Labor Statistics projects that jobs for
software developers will grow by 22% from 2012 to
2022

Video game animators combine art and technology to
create interactive animated images and environments for
video games.

She's a computer consultant and specializes in e-
commerce, data protect ion and IT strategies.

A computer technician installs, troubleshoots and
upgrades hardware and software.

Typists are administrative workers who prepare
documents, such as letters and reports, for other business
professionals.

B) Which IT professionals from the LANGUAGE BOX are described below?

v’ a person who designs and maintains software applications;

v’ a person who gives expert, professional advice;

v' a person who uses graphics software to make or edit animated pictures;

v' a person who is employed to type letters, reports and other documents;

v/ a person or enterprise that produces goods in large numbers, using machines;
v" aspecialist in the technical details of computers.
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EXERCISE 13. Complete the sentences with the jobs from the box.

8) helps end-users with their computer problems in person, by email or over

software engineer hardware engineer help desk technician blog administrator
computer security specialist webmaster DTP operator network administrator
1) A designs and develops IT devices.
2) A writes computer programs.
3) A edits and deletes posts made by contributors to a blog.
4) A uses page layout software to prepare electronic files for publication.
5 A manages the hardware and software that comprise a network.
6) A designs and maintains websites.
7 A works with companies to build secure computer systems.
A
th

e phone.

EXERCISE 14. Complete the table using the information from the text and your own ideas. The
following words and expressions could help you:

ambitious; clever; creative; strong-willed; persistent; just; punctual; resolute; smart; tactful;
logical mind; logical reasoning, qualified; have experience in this kind of job; communicative; be
able to earn the trust of the team; being good with figures, patient, self-disciplined, accurate,
efficient, have leadership skills, creative, drawing skills

job title abilities and qualities

IT manager

Systems Analyst

Software Engineer/Designer

Network Support Person

Computer Salesperson

Computer Systems Support
Persons

Hardware Engineer

EXERCISE 15. Insert the prepositions to complete the sentences.

1) A systems programmer is a person who specializes writing systems software (a
program or set of programs that are used to control the basic functions of a computer system
e.g. operating system programs).

2) IT professionals should be aware the tools used to migrate applications, data and
configuration settings to mobile devices and smartphones.

3) Administrators are responsible technological configuration, monitoring, testing,
analyzing, reporting, making database and software backups, updates, archiving data and so
on.

4) IT specialists can work different teams according to their specific duties under the
control of a corresponding supervisor.

5) A help-desk troubleshooter is a person who works as part of a telephone service that helps

users computer problems.
6) Ability to work a team and to tight deadlines is vital.
7) You will be involved the full range of software development activities - analysis,

design, coding, testing, debugging and implementation.
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8) Creativity and critical thinking are the most important skills a Web designer.
9) PromoPrint is a company specializing publishing catalogues and promotional material.
10) They help to sort different problems which end users experience.

EXERCISE 16. A) Study the modal verbs in LANGUAGE BOX below.

LANGUAGE BOX Job requirements
We can describe essential requirements for  We can describe desirable requirements like
particular jobs in the following ways: this:
- IT managers have to take responsibility for | - You should have an interest in technology.
budgets. - You should be physically fit.
- You must have a diploma in computing. We can describe things which are not
- You need to be able to empathise with the | requirements like this:
person at the other end of the phone. - You don't need to have a degree in
computing science.
B) Fill in the blanks with the appropriate form of the verbs: should, need to, have to
and must, to make sensible statements. More than one answer is possible in some
examples.
1) A computer salesperson have sufficient technical knowledge.
2) Technical writers have computer proficiency and excellent interpersonal
communication skills.
3) A computer systems support person be able to sort out problems encountered
by users.
4) Software developers have Bachelor’s degree in Mathematics, Computer
Science, Computer Engineering or Information Systems.
5) If you want to work as a technical writer, you have a diploma course in
technical writing or journalism or mass media communications.
6) A computer network support person have deductive ability for analysing
faults.
7) A computer technical salesperson be patient, persistent and diplomatic.
8) Website developers be able to work under pressure.
9) A hardware engineer be aware of cost, efficiency, safety, as well as
engineering aspects.
10) Systems analyst make a detailed analysis of the employer’s requirements and

work patterns to prepare a report on different options for using information technology.

EXERCISE 17. Open the brackets. Mind the tenses.

1)
2)

3)
4)
5)
6)
7)
8)

9)

Though you (not can) know everything you (must, to be) an expert in your own field.

A consultant often (to have to) work on very small timescales- a few days here, a few days
there.

He (to need, to be) better if he wants to apply for this job.

Any large organization (must) have at least one IT manager.

You (not must) set up any password system on this computer.

You (must, to spend) lots of time writing this program- it’s very complicated.

You (not to need) have any previous work experience.

A system analyst (to have to) study systems in an organization and decide how to
computerize hem.

Production of special programs which control the internal operations of computers (to be)
very necessary and essential nowadays.
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EXERCISE 18. Use the appropriate modal verbs to complete the sentences.

1) A webmaster ...administer a Web server.

2) An applications programmer is a person who ...write applications programs.

3) You ...be extremely qualified if you ...create such programs.

4) A security specialist ...a useful qualification for your career.

5) You ... attempt to gain unauthorized access to network systems.

6) If you ...show someone an impressive piece of software with your name on it, it will
count a lot more than a string of academic qualifications.

7) Though university degrees ...rather essential still they are sometimes useless.

8) You ... stay in one company for more than two years.

9) You ... expect much if you don’t practice a lot.

10) You ...be bright, communicative and to be able to earn the trust of your team.

Speaking

EXERCISE 19. Work in pairs. Choose one of the computing careers. Your partner must find out
what your job is by asking only Yes/No questions. Your partner cannot ask ‘Are you a sofiware
engineer?’

EXERCISE 20. Work in groups.

A) Prepare a report about one of the professions below and share the information with other
students from your group to complete the table for each of the occupations.

. . Education  and
. Duties and | Skills and e
Job title Nature of work A e qualification
responsibilities specifications ;
requirements

Blog administrator

Desktop publisher

Website developer

Software tester

3D animator

B) Choose any IT job, and make the presentation on the responsibilities, specifications, and
education and qualification requirements for this job. Report back to your group.

C) Think about all IT professions. Make the presentation on common and different aspects of IT
professions?

Writing

EXERCISE 21. Write about your future job, its main features and responsibilities. What skills
should you have? What personal qualities should you have? What professional abilities are
required for your future job? What perspectives do you expect?
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Revision

EXERCISE 1. Read this team introduction. Complete the descriptions 1-4 with the IT jobs in the
box.

Hi! I'm Sylvia. | create usernames and passwords and | set firewalls. This is Isabelle. Her job is to
plan and design the network. And this is Andrew. His job is to make sure all of the computers work
properly. Finally, Mark and Latika. Their area is data processing. We all work for the university.
Our offices are in building 8.

database analyst network administrator
IT support officer network architect

1) Sylviaisa....

2) Isabelleisa....

3) Andrewisan....

4) Mark and Latika are...

EXERCISE 2. Match 1-4 with a-d to make true sentences about jobs.

1. Atechnical designer a) controls all the operations and people in a project.
2. A project writer b) designs applications against viruses.

3. A web specialist c) writes documentation of a program or device.

4. A security manager d) plans and keeps websites updated.

EXERCISE 3. Complete the sentences with the jobs from the box.

help desk technician | database analyst website administrator | IT security analyst
software hardware engineer information application support
developer analyst specialist
1. A works mainly with the physical aspects of computers, from planning
the concept for the system to manufacturing the parts for installation.
2. A uploads images, articles, photographs, videos, audio files to

accompany websites and weblogs; creates daily backup files, tests page-navigation links,
moderates blog comments, responds to email requests.

3. A ensures proper computer and software operation, assists end users
when problems occur, so that the end users can accomplish business tasks.

4. An is in charge of the support and administration of applications and
services used for the production, management and delivery of content and services online.

5 A is responsible for the electronic information that is found on
computer systems in order to carry out the data requirements of the clients. He/she must
ensure that the information is understandable and accurate.

6. An identifies the existence and source of any security breaches, monitors
a company’s computer network, and resolves security problems as quickly as possible.
7. A is responsible for creating, installing, maintaining, debugging and

updating a software product.
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8.

An is in charge of designing and managing information systems, as well
as analyzing and tracking data needed to facilitate company projects and various operations.

EXERCISE 4. Read the statements and say whether they are true (T) or false (F). Correct the false

ones.

No ok ohE

8.
9.

A Computer Salesperson solves software problems in a company.

A Systems Analyst maintains, update, modifies the software in a company.

A Systems Analyst makes a detailed analysis of company’s computers work.

A Help desk technician edits and deletes posts made in a blog.

A DTP operator uses pages layout software to prepare electronic files for publication.

A Systems Analyst designs and maintain websites

Hardware Engineer assist the end-users with their computer problems by e-mail or over the
phone.

A Hardware Engineer manufactures, installs and tests parts of a computer.

A Computer security specialist builds secure computer systems.

10. A Webmaster acts as a link between the user and the programmer.
11. A Software Engineer retrieves files and data lost when a system crashes.

EXERCISE 5. Translate the following sentences from Russian into English.

1)

2)

3)

4)

5)

6)

7)

8)

ANTH-CIEIMAINCThl AETATCA Ha TeX, KTO 3aHUMAeTcs KOMIIbIOTEPHBIM O0OpYIOBAHUEM U
T€X, KTO 3aHMMAETCs NIPOrpaMMHBIM oOOecrieyeHHueM JUIsi KOMIbTepoB. llepBbie —
CHCTEMHBIH aJMMHUCTPATOP, HHXKEHEP-pa3pabOTUMK KOMIIBIOTEPHOrO OO0OpYyIOBaHUS H
apyrue. Ko BTOpbIM OTHOCSTCS TPOTPAMMHUCT, pa3pabOTUHKH caiiTa U ApyTHE.

CucteMHble aJMMHUCTPATOPbl CIEAST 3a TeM, 4YTOObl BCA KOMIBIOTEpHAs TEXHHUKA WU
nmporpaMMHOe obOecrieueHne B oduce pabotanu ciakeHHO. MHOrma OHM 3aHUMAIOTCS
nH(pOPMaMOHHOM 6€30MMacCHOCTHIO.

Beb6 macrepa 3aHMMaroTCs pa3pabOTKON M Mojaep)aHueM padboThl caiitoB. To ecTh ecnu
OpraHu3alMsl WM 4aCTHOE JINIO XOYeT UMETh COOCTBEHHBIN cailT, HEOOXOAMM UMEHHO BeO-
MacTep.

Kpaiine BocTpeOoBaHHBIMUM ANWTH cnenmamMcTaMH SIBISIOTCS CHELMAIMCTBl B 00JacTu
3amuThl MHpopManuu. 3ammuTa MHPOPMALUU HyXHA KaxaoMy OaHKy, KaXIou ¢upme,
KaX/10MY TOCTIPEANPUSITHUIO.

AnmuHucTpaTop 0a3bl TaHHBIX OTBEYAET 3a padOTy U COXPAHHOCTH 0a3bl JaHHBIX. JTOT IT
CMELMAINCT 3a4acTyl0 caM pas3pabarbiBaeT TpeOoBaHMA K 0Oa3e [JaHHBIX, caM ee
MPOEKTUPYEeT W B JaJbHEWIIEeM oOTBe4yaeT 3a J(PQPEeKTUBHOE HCIOIb30BAaHUE W
COIpoBOKAeHNE 0a3bl. ba3bl JaHHBIX €CTh BO BCEX KPYIMHBIX OPraHMU3ALUAX: OT CETEBBIX
Mara3uHoB J10 0aHKOB U T'OCYJapCTBEHHBIX CTPYKTYP.

Pazpa®oTunk BUAECOMTP - 3TO CHELUAINUCT, KOTOPBIA pa3pabaThlBaeT MNPOTrPaMMHOE
obecrieuenre g Bupeourp. Pa3paboTunk urp Moxker paboTaTh CaMOCTOATEIHHO, & MOXKET
TPYAUTHCS U B OOJIBILION CIIEIMATU3UPOBAHHON KOMIIaHUU. Pa3zpaboTynk BUACOUTD TOJIKEH
YMETh HEMaJI0, 0COOEHHO €CJIM OH CaM 3aHHMAaeTCs M CO3JIaHUEM MPOTrPaMMHOTO KOJIa MBI,
U €€ BU3yaln3alMed, U Au3ailHoM. EMy MOCTOSSHHO HYXHO OCBEXKaTbh 3HAaHMsI, IIOCKOJIBKY
UTpOBasi HHAYCTPHUS MOCTOSHHO Pa3BUBAETCA.

CrennanucT-TECTUPOBIIMK 3aHUMAETCS] TECTUPOBAHUEM KOMIIOHEHTA WM cUcTeMBl. B ero
00513aHHOCTH BXOJMT MOMCK BEPOSITHBIX OMIMOOK M cO0eB B (YHKIIMOHUPOBAHUU MPOIYKTA
WA IPOTPaMMBI.

Crernmanuctel mo UX (User eXperience) cieasr 3a TeM, 9To0bI MPOAYKT CTal MAaKCUMAaIbHO
yIO0OHBIM M JIETKUM JJIS TI0JIb30BaTels. DKCHEepT JODKEH MPOBECTH KAaueCTBEHHBIM aHAN3

32



KOHEYHOTO pe3yibTaTa padOoThl MPOTPAMMUCTOB U Pa3padOTUYMKOB MPOAYKTa. MM HYKHO
BBISICHUTH, COOTBETCTBYET JIM MPOJYKT OXKUJAAHHUSIM U TPEOOBAHUAM 3aKa34nKa.

9) CucTemMHBIN aHATWTHK OTBEUYAET 32 BBIOOP METOJIOJIOTHH Pa3padOTKH, CO3/IaHUE WIIH BHIOOD
(peMBOPKOB, IMEHHO OH IPUHHUMAET PEIICHHE O TOM, KOIJa CIEAYET BOCIIOJIB30BAThCS
TOTOBBIM TMPOTPAMMHBIM KOJIOM, a KOTJa 3aHSAThCS €r0 CaMOCTOSITEIBHOW pa3padOTKOM.
Kpome TOro, OH mHHIIET ONMMCAHWE W MPOYUE JOKYMEHTHI JUIsl OYAyIIero mporpaMMHOTrO
MPOAYKTA U TUIAHUPYET CPOKHU pa3pabOTKH.

10) MH)KeHephI-POrpaMMHCTBl HECYT OTBETCTBEHHOCTH 3a pa3paboTKy, HPOSKTHPOBAHUE,
MIPOM3BOJICTBO M TECTUPOBAHUE PA3HOOOPA3HBIX MPOrPAMMHBIX MPOAYKTOB. HHKeHepy
HEO0OXOMMO BBICIIIEEe 0Opa30OBaHHE.

UnitIV

Information security specialists
Warm-up

1. Do you agree that personal information should be protected?
2. What professionals should provide a company with protection of its information?
3. How can a company keep its confidential data protected?

Reading and Language Study

Cyber Security Engineer

Boston, MA USA
Full Time Mid-level / Intermediate
@BostonChildrens LinkedIn Website

Boston Children's Hospital

At Boston Children’s Hospital, success is measured in patients treated, parents comforted and teams
taught. It’s in discoveries made, processes perfected, and technology advanced. In major medical
breakthroughs and small acts of kindness. And in colleagues who have your back and patients who
have your heart. As the teaching hospital of Harvard Medical School, our reach is global and our
impact is profound. Join our acclaimed Information Security team and discover how your talents
can change lives. Yours included.

This Cyber Security Engineer 111 will be responsible for:

o Working as a member of a cyber security team, develop and deploy efficient protection of
system, networks, software, data and information systems against any potential attacks.

o Conducting security assessments through vulnerability testing and risk analysis.

o Verifying the security of third-party vendors and collaborating with them to meet security
requirements.

« Reviewing proposed system and firewall changes for appropriateness and security risk.

o Leading investigations of security events, providing analysis results and developing and
implementing remediation plans.

e To qualify, you must have:
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Bachelor's degree in Computer Science or a closely related field and four or more years’
experience. Directly related experience may substitute for education.

Analytical skills to resolve complex problems requiring the use of programming skills,
mathematical, or technical principles and indepth, experience based crossfunctional
knowledge.

Understanding of the cyber Kill Chain and MITRE ATT&CK and experience applying them
to defensive operations

Experience analyzing packet captures to identify malicious activity

Experience analyzing telemetry from Linux and Windows systems to identify malicious
activity

Experience aggregating & analyzing log data from endpoints, servers, IAM, and SaaS services
to identify malicious activity

Fluency in common network protocols including TCP/IP, DNS, TLS, HTTP

Hands-on systems administration experience on Linux or Windows

Hands-on experience deploying, operating, and managing common security tools including
network-based IDS, endpoint detection & response

(EDR), SIEM (Splunk preferred)

Competency in at least one programming language, Python preferred

EXERCISE 1. Scan the text and find definitions to these terms:

cyber security team
vulnerability testing
verifying the security
security requirements
remediation plans
malicious activity

EXERCISE 2. Read the text (a vacancy) and answer the questions.

1) What position is demanded?

2) What company looks for an employee?

3) What type of employment is offered?

4) Give examples of Cyber Security Engineer’s responsibilities.

5) What requirements to education does the company have?

6) What requirements to knowledge does the company have?

7) What requirements to skills does the company have?

8) What requirements to work experience does the company have?

EXERCISE 3. Read the statements and say whether they are true (T) or false (F). Correct the false ones.

1)

2)
3)

4)
5)

6)

An Information Security team of Boston Children’s Hospital is looking for a Cyber security
Specialist.

A Cyber security engineer must have Master ‘s degree in Computer Science.

A Cyber security engineer should specialize in developing and deploying efficient protection
of software, system and networks against any potential attacks.

A Cyber security engineer usually has only one duty: to develop some software, which is to
protect company’s data.

A Cyber security engineer should have analytical and programming skills to perform his or
her duties efficiently.

Boston Children’s Hospital needs a specialist without any work experience.
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7)

Competency in at least one programming language is not necessary for a A Cyber security
engineer.

EXERCISE 4. Read the text carefully and complete the sentences given below.

1)

2)
3)

4)

5)
6)

7)
8)

A Cyber security engineer should be responsible for working as a member of a cyber
security team, and efficient protection of system, networks,
software and against any potential attacks.

Verifying the security of third-party and collaborating with them to meet
security IS necessary in everyday work.

Reviewing proposed system and firewall changes for and security

is one of the responsibilities of a Cyber security engineer.

A Cyber security engineer must lead of security events, providing analysis
results and developing and remediation plans.

Directly related may substitute for education.

Professionals need analytical skills to complex problems requiring the use of
programming skills, mathematical, or technical principles and , experience based
crossfunctional knowledge.

Professionals must have experience analyzing packet captures to identify activity.

in at least one programming language is preferred.

EXERCISE 5. Find words in the text which have a similar meaning to:

to create

to implement

possible attacks

security needs

to monitor

solution to a security problem
to solve problems

profound knowledge

EXERCISE 6. Find in the text the English equivalents for these Russian terms and expressions.

1)
2)
3)
4)
5)
6)
7)
8)
9)

s dexTrBHAs 3aIIUTa

YA3BUMOCTU B CUCTEMC

CTOPOHHUIA 3aKa3YHMK(ITOCTABIIIHK)
0030p(o11eHKA)

MIPOBOJUTH UCCIIEIOBAHUS

IIJIAHBI ITO BOCCTAHOBJICHUIO CUCTEMBbI
BCECTOPOHHHME (TITyOOKHE) 3HAHUS
3HaHHUA, OCHOBAHHBIC HA OIIBITC
BpPEIOHOCHBIE JEHCTBUS

10) mpakTHYeCKHii OTTBIT

Speaking

EXERCISE 7. Answer the following questions.

1) What requirements do employers have to Information security specialists?
2) What typical responsibilities does an Information security specialist have?(at least 7-8 duties)
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3) What knowledge must an Information security specialist get?
4) What skills must an Information security specialist get?

EXERCISE 8. You are going to read a vacancy, found on www.rabota.ru. Look through
requirements to the position. Make a list of skills and knowledge necessary in a Russian company.
Share it with your group mates.

Crnenuaauct no nH(GpOPMAUMOHHOMH 0€30I1aACHOCTH

Bu3za menexMenT cepsuc, 000
[Tonneid pabouunii 1eHL

OmnbIT paboTs! - OT 2 et
O6pazoBanue -Briciiee
Oo0s13anHOCTH:

» OOecnieueHre KOHTPOJS 33 MCIIOJIHEHHEM TEPPUTOPHAIBHBIX MOAPA3eNeHU HOPMaTUBHBIX
JOKYMEHTOB, KaCalOIIMXCs BOIIPOCOB 3alIUTHI HH(POPMALINH;

» IIpoBenenue paboT MO BHISABIECHUIO M YCTpaHEHUIO MHIKUAEHTOB 1b;

»  AKTyanu3anus BHyTPEHHUX HOPMaTUBHBIX JOKyMEHTOB B obnactu Ub;

* VYuyacTHe B IpoeKTax NO 00ecreyeHH:0o HH()OPMAIMOHHOW O€30IMacCHOCTH B COOTBETCTBUHU C
TpeboBaHUsIMU 3aKkoHOnaTelbcTBa PO (D3-152, ®3-98,u mexnyHapoanbix cranmaapto (ISO
2700x);

» TexHHUYECKOE NPOEKTUPOBAHUE CUCTEM U CPEJCTB 3aIIUTHI;

» IIpoBenenue aynuroB b Ha cooTBeTcTBUE TpeOOBaHUAM 3aKoHOaTeNbCTBA PD, oTpacieBbix U
MEXIyHApOAHBIX CTaHAapTOB B oOsactu UB;

» PazpaGoTka mnpeanoXkeHuid MO COBEPLUICHCTBOBAHUIO CHUCTEMbl 3alllUThl HMH(OPMAIIMOHHBIX
pecypcoB Kommnanuu B COOTBETCTBUU C M3MEHEHHUSIMHU B JICHCTBYIOIIEM 3aKOHOJATENbCTBE U
BHYTPEHHUX HOPMAaTUBHBIX aKTax.

» [lpoBepka BBIOJHEHHUS pPETJIAMEHTOB HMH()OPMAIMOHHOW O€30IMacHOCTH  COTPYIHUKAMH
Komnanum.

» Hakomnenue, cTpykTypu3auusi U aHaiau3 MHPOPMAIMU O 3alUIIEHHOCTH KOPIOPAaTUBHOM CEeTH,
HE00X0AUMOM 7151 BBIPAOOTKH Mep IO €€ COBEPIICHCTBOBAHUIO.

*  MOHUTOPUHT NPOQPUIBHBIX HMCTOYHHMKOB HMH(OpPMalMM, MOATOTOBKA NAHHBIX U1 aHalu3a U
MPEIJIOKEHUN.

* VYyactTue B TMPOBEAECHUHM MEPOIPHUATHH 1O NPEJOTBPALICHUIO YTE€UKHM UHGPOpMaIuy,
COCTaBIISIOLIEH KOMMEpUECKYI0 TaliHy, B HpOIecce €€ HaKOIJICHHs, XpaHeHHs, oOpaboTKH,
nepeiayd B aBTOMaTU3UPOBAHHBIX CUCTEMAX.

*» VYyacTHe B NpPOBEACHUHU CIYKEOHBIX paccieoBaHUN M pa3dbUpaTerabcTB B YCTAHOBJICHHOM
nopsAJKe Mo (pakTam HapyUIEHUI peraaMeHToB HH()OPMALIMOHHON O€30MaCHOCTH.

» OkxazaHue METOAMYECKOW M MPaKTHMYECKOW IMOMOIIM B oOOecledeHuHu HHPOPMALUOHHOM
0€30MacHOCTH COTPYIHUKAM MHBIX MOJIpa3iesieHuil

TpebdoBanus:

* Bricmee oOpa3oBanue

*  AHramiickuii S3bIK — CBOOOJHOE BIIJICHUE

*  OmnbIT paboTsl B noapasaenenusax b ne menee 2 net

» ombIT BHeApeHus/moanepxanus/pa3zsutis CYUD B coorBercTBum ¢ ISO 27001,

* 3HaHWE MPUHIUIIOB PAOOTHI M TIOCTPOCHUS JIOKAITBHOU CETH;

= 3nanue u noHuManue padbotel Active Directory, DNS, DHCP, WSUS.

» 3nanue TpeboBaHuM 3akoHomaarenbcTBa PO (149-D3, 152-03, 98-d3 u T1.1.), HOPpMATUBHO-
metoanueckux JokyMeHToB @CTOK u ®Cb Poccun 3HaHue u onbIT paboThl C TEXHOJIOTUAMHU
obecrieueHrss ”HPOPMAITMOHHON O€30MacHOCTH.

* 3HaHUE OCHOBHBIX PUCKOB U YIpo3 MH(OPMAIIMOHHON O€30MaCHOCTH.
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EXERCISE 9. Prove the following statements.

1.

2.

3.

An Information security specialist deal with some additional responsibilities except protecting
confidential data.

The most important requirement to an Information security specialist is appropriate work
experience.

Information Security refers to practice rather than theory.

EXERCISE 10. Browse the Internet resources and find a vacancy you are interested in. Work in
pairs and prepare a dialogue. Here is the topic of your conversation.

You are discussing a position of an InfoSec specialist presented in a vacancy.

1) Student A is very interested in the position benefits and has a lot of questions to a sales
assistant about it.
2) Student B explains the advantages and disadvantages of the position.

Writing

EXERCISE 11. Fill in the chart and describe it using all the necessary expressions.

Job requirements to a Cyber Security Engineer

Revision

EXERCISE 1. Choose the correct word or word combination to complete the sentence.

1) Computer security specialists help businesses and government organizations to
their computer networks and protect important data stored there.
A. control access to B. help to use C. specialize

2) A bachelor's in computer science is highly recommended.
A. education B. degree C. experience
3) Trained computer security specialists are by corporations and institutions needing

their services.
A. hired B. assisting C. working
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4) Computer security specialists are keeping accurate and up-to-date backup files of
all important data shared on a computer network.
A. responsible in B. interested in C. responsible for

5) Computer security specialists, who are also known as information security specialists, design
and network control mechanisms.
A. delete B. implement C. sell
6) Computer security specialists must know a variety of networking technologies and must
have a thorough understanding of
A. psychology of people B. computer programmlng C. teaching methods

7) Computer security specialists should use analytical skills to complex problems.
A. solve B.accept C.analyze.
8) The company looks for a candidate with experience deploying, operating, and

managing common security tools.
A.no. B.hands-on. C. good.

9) with third-party vendors is necessary to understand security requirements.
A. Asking B. Collaborating. C. Talking.
10) Bachelor's degree in or a closely related field and four or more years’ experience
are required for the position of InfoSec specialist.

A. Social Science B. Physics C. Computer Science

EXERCISE 2. Translate the words in the right column into English and the words in the left column
into Russian.

1. to control access 1. OmbiT paboTHI
2. to design network control 2. 3aKa3vuKu
mechanisms
3. to implement network 3. 3aKoHOmATEIBLCTBO
control mechanisms
4. to deploy 4. pucku u yrpo3bl
UH(POPMALIMOHHOM
0€30MMacCHOCTH
5. to assess security risks 5. TpeOGoanue paboTomaTens
6. to control access 6. BbISIBIEHWE W YCTpaHEHHE
nHuaeHTos b
7. to design network control 7. TpoBeeHUE CITY)KeOHBIX
mechanisms paccieoBaHui
8. to verify 8. OxazaHme METOJMYECKON U
NPAaKTUYECKOH  TIOMOIIM B
o0ecnieueHnu
nH(pOPMAIIMOHHOMN
0€30MMacHOCTH
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EXERCISE 3. Match the words to find synonyms.

1) To perform duties a) To deploy

2) To implement b) To take responsibilities
3) To design security tools c) To coordinate

4) To control the work d) To develop

5) To check e) To collaborate with

6) To work with f) To assess

EXERCISE 4. Put the words in the correct word order.

1)
2)

3)

4)
5)

security / other employees / work / with / specialists/ computer.

security specialists/ design / network control mechanisms / implement / that / to control / to
a computer network/ and /computer / serve / users' access.

specialists / may be / controlling /access to computers / computer security / also /
responsible for / physical.

a computer network/ security/ using/ computer/ specialists/ who/ is/ monitor.

is/ for /security specialists/ training / computer / necessary /beyond /some/ high school /
future.

EXERCISE 5. Translate the following sentences from Russian into English.

1)

2)

3)

4)

5)

6)

7)
8)

9)

OO0s3aHHOCTH CIIEIMAIICTa 10 MHPOPMALMOHHOW 0€30MacCHOCTH BKIIFOYAIOT MOHUTOPHUHT U
aJIMUHUCTPUPOBAHUE CPEJCTB 3aIUTHl MHQOpMaIK; y4yacTue B pa3paboTKe HOPMaTUBHOM
JOKYMEHTAIH U COTJIACOBAaHUH JIOTOBOPOB.

VYdacTue B poekTax 1no odecrneyeHno HHPpOpMaMOHHOW 0e30IaCHOCTH B COOTBETCTBUU C
TpeOOBAaHMSAMHU  3aKOHOJATEILCTBA  BXOAUT B OOSA3aHHOCTH  CHENHMAIHMCTA  I10
nH(pOpMaITMOHHOM 0€301MacCHOCTH.

Hamnume ceprudukatoB oOyueHus 1o mnpoduiaro wuHGOpMAMOHHOKH 0e30macHOCTH
SBJISICTCS IPEUMYIIIECTBOM JUISI TOTEHIIMABHBIX KaH/MIaTOB Ha IaHHYIO JOJKHOCTb.

Ha coGecenmoBannn OOBIYHO TIPOBEPSIOT YMEHHE OPHEHTHPOBATHCS B COBPEMEHHBIX
CpeAcTBax 3allUThl MHPOPMALIUHU (aHTUBUPYCHI, (haepBOIIIIBI, CPEACTBA KPUITOTpapruecKon
3alUTHl, ¥ IPOYNE).

3HaHue OOIIMX MPUHIMUIIOB MMOCTPOEHUS MH(POPMALMOHHOW 0€30IacHOCTH B OpraHU3aluu
OyneT moJie3HsIM B Oyayiien padore.

3HaHue TpeOOBaHUM 3aKoOHOJATeNbcTBAa K OOpaOOTKE MEpPCOHANBHBIX JaHHBIX B
MH(POPMAIIMOHHBIX CHCTEMAax SIBIISETCS O00s3aTeNbHBIM JUII BCE COTPYIHHKOB OTIela
WNudpopmannoHHoii 6e30macHOCTH.

JIroboit mpodeccuoHaaT B COBPEMEHHOM MHpE JOJKEH MMETh OMBIT paboThl ¢
3JIEKTPOHHBIMU JIokyMeHTaMu B MS Office.

3HaHME MEXTYHApOAHBIX CTaHAApTOB B 00sactu 3auuTsl nHGopMaruu (ISO 2700x, Cobit u
T.J1.) TO3BOJISIET YCIIEIIHO pa3padaThiBaTh CTPATErUU 3AIUTHI HHPOPMALIMU B KOMIIAHHH.
OOyueHre U MOBBILLIEHUE OCBEIOMIIEHHOCTH cOTpynHUKOB Kommanuu no Bompocam Wb
BXOJIUT B 00513aHHOCTH COTPYJHUKOB OT/IeJIa MHPOPMAITMOHHONW O€30MIaCHOCTH.

10) Beicmiee o6pa3oBaHuie U OMBIT pabOTHI B chepe nHPOPMAIIMOHHON OE30MaCHOCTH SBISCTCS

NMpEeuMylieCTBOM IIpH BBI60pC HOBBIX COTPYJIHUKOB.
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APPENDIX I

Additional reading

Text |
Digital habits across generations

Today's grandparents are joining their grandchildren on social media, but the different
generations' online habits couldn't be more different. In the UK the over-55s are joining Facebook
in increasing numbers, meaning that they will soon be the site's second biggest user group, with 3.5
million users aged 55-64 and 2.9 million over-65s.

Sheila, aged 59, says, 'l joined to see what my grandchildren are doing, as my daughter posts
videos and photos of them. It's a much better way to see what they're doing than waiting for letters
and photos in the post. That's how we did it when | was a child, but I think I'm lucky I get to see so
much more of their lives than my grandparents did.'

Ironically, Sheila's grandchildren are less likely to use Facebook themselves. Children under
17 in the UK are leaving the site — only 2.2 million users are under 17 — but they're not going far
from their smartphones. Chloe, aged 15, even sleeps with her phone. 'It's my alarm clock so | have
to,' she says. 'l look at it before | go to sleep and as soon as | wake up.'

Unlike her grandmother's generation, Chloe's age group is spending so much time on their
phones at home that they are missing out on spending time with their friends in real life. Sheila, on
the other hand, has made contact with old friends from school she hasn't heard from in forty years.
'‘We use Facebook to arrange to meet all over the country,” she says. 'lIt's changed my social life
completely.'

Teenagers might have their parents to thank for their smartphone and social media addiction
as their parents were the early adopters of the smartphone. Peter, 38 and father of two teenagers,
reports that he used to be on his phone or laptop constantly. 'l was always connected and | felt like |
was always working," he says. 'How could I tell my kids to get off their phones if | was always in
front of a screen myself?' So, in the evenings and at weekends, he takes his SIM card out of his
smartphone and puts it into an old-style mobile phone that can only make calls and send text
messages. 'I'm not completely cut off from the world in case of emergencies, but the important thing
is I'm setting a better example to my kids and spending more quality time with them.'

Is it only a matter of time until the generation above and below Peter catches up with the
new trend for a less digital life?

https://learnenglish.britishcouncil.org/skills/reading/b1-reading/digital-habits-across-generations
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Text 11
You and your data

As the Internet and digital technology become a bigger part of our lives, more of our data
becomes publicly accessible, leading to questions about privacy. So, how do we interact with the
growing digital world without compromising the security of our information and our right to
privacy?

Imagine that you want to learn a new language. You search 'Is German a difficult language?"
on your phone. You click on a link and read an article with advice for learning German. There's a
search function to find German courses, so you enter your city name. It asks you to activate location
services to find courses near you. You click 'accept’. You then message a German friend to ask for
her advice. When you look her up on social media, an advertisement for a book and an app called
German for Beginners instantly pops up. Later the same day, while you're sending an email, you see
an advert offering you a discount at a local language school. How did they know? The simple
answer is online data. At all stages of your search, your devices, websites and applications were
collecting data on your preferences and tracking your behaviour online. 'They' have been following
you.

Who uses our data and why?

In the past, it was easy for people to keep track of their personal information. Like their
possessions, people's information existed mostly in physical form: on paper, kept in a folder, locked
in a cupboard or an office. Today, our personal information can be collected and stored online, and
it's accessible to more people than ever before. Many of us share our physical location, our travel
plans, our political opinions, our shopping interests and our family photos online — as key services
like ordering a takeaway meal, booking a plane, taking part in a poll or buying new clothes now
take place online and require us to give out our data.

Every search you make, service you use, message you send and item you buy is part of your
'digital footprint'. Companies and online platforms use this ‘footprint' to track exactly what we are
doing, from what links we click on to how much time we spend on a website. Based on your online
activity, they can guess what you are interested in and what things you might want to buy. Knowing
so much about you gives online platforms and companies a lot of power and a lot of money. By
selling your data or providing targeted content, companies can turn your online activity into profit.
This is the foundation of the growing industry of digital marketing.

Can you protect your data?
Yes ... and no!

Some of the time our personal data is shared online with our consent. We post our birthday,
our photographs and even our opinions online on social media. We know that this information is
publicly accessible. However, our data often travels further than we realize, and can be used in
ways that we did not intend. Certain news scandals about data breaches, where personal data has
been lost, leaked or shared without consent, have recently made people much more aware of the
potential dangers of sharing information online.
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So, can we do anything to protect our data? Or should we just accept that in fact nothing is
'free' and sharing our data is the price we have to pay for using many online services? As people are
increasingly aware of and worried about data protection, governments and organisations are taking
a more active role in protecting privacy. For example, the European Union passed the General Data
Protection Law, which regulates how personal information is collected online. However, there is
still much work to be done.

As Internet users, we should all have a say in how our data is used. It is important that we
pay more attention to how data is acquired, where it is stored and how it is used. As the ways in
which we use the internet continue to grow and change, we will need to stay informed and keep
demanding new laws and regulations, and better information about how to protect ourselves. Safer
Internet Day is an ideal time to find out more about this topic.

https://learnenglish.britishcouncil.org/general-english/magazine-zone/you-and-your-data

Text 111
The Application of Computer in Various Fields

The Invention of computers has led to advancements in science and technology. Life has
become more potential with the use of computers in our daily life. Earlier, it was mainly used by
large organizations for research and engineering applications. But today, the computer is being used
in almost every field of our life. The application of computer major area is as follows.

1. Military:

The Application of computer plays a vital role in the design and development of high tech
weapons for defense where absolute accuracy is essential. The whole world saw the vast use of
computers in defense during the Gulf and Afghanistan wars and also in the Iraq war.

Computerized simulation exercises are very helpful in training pilots. Computers are used to
help in fighting terror by locating unlawful elements in the world with high accuracy. With the use
of computer technology, government around the world can successfully execute their plans through
effective planning. The world saw how America was able to plan the downfall of Osama and
located him accurately.

2. Banks:

As a result of the computerization and networking of a large number of banks, several
facilities are being offered to the customers. Using online banking, you can check your past
transactions from the date of the account opening with real-time balance.

Money can be easily be transferred to any account across the globe. Internet banking also
allows to use ATM or Debit Card, Credit Card to shop, buy tickets, pay bills for utility services like
electricity, telephone, and mobiles recharge.

You can even subscribe to a free monthly bank account statements and apply online to open
fixed deposits. The facility of subscribing to mobile banking enables you to virtually carry along the
bank with you.

3. Research:
The computer is facilitating the research work in a tremendous way by performing complex
computations, which sometimes seem impossible for humans. Some of them are listed below:-
= The computations required for launching a new satellite into space in one such
example.
= Earthquakes and Tsunami warnings are possible with the aid of computers.
= Weather forecasting is done with help of computers.
= Impact of nuclear tests can be studied using computers.
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4. Education:

The application of computer play vital role in Computer-aided learning and teaching is
changing the entire spectrum of our education system. The multimedia-rich computerized animation
and video help students to understand the concepts in a very simple and effective manner.

Virtual Classroom s is a reality nowadays. The technology uses video conferencing and
online modules of study material for learning. With the advent of e-learning, students can study as
per schedule. Now, it has become possible to conduct online entrance exams at the national and
international levels with the help of computers.

The results of various education boards, as well as entrance exams, are available online.
Students can find information about various colleges through the Internet and can apply online for
desired courses.

5. Media and Communication:

The application of computers has played a major role in revolutionizing the communication
system. From the Advent of Telephones and Television which were perceived as incredible things,
we have come a long way to enjoy the facilities like mobile phones, the Internet, E-mail, SMS,
Chating, Cable TV Video Conferencing, etc.

Music can be composed by using MIDI (Musical Instrument Digital Interface), which allows
editing and controlling of sound. A variety of musical formats can be played as well as recorded by
using computers.

6. Criminal Identification and LAW Enforcement:

The application of computers can create close resembling photographs of criminals. This
help CBI(Central Bureau of Investigation) staff to identify the criminals. The police use the DNA
fingerprinting technique to identify accused with the help of skin, hair, or blood samples collected
from the site of crime.

The traffic police use speed cameras on traffic lights to monitor people for law violations.
The police also use computers to track the information of stolen automobiles and mobile phones in
order to catch the criminals in no time.

6. Entertainment:

At home, the applications of computers are being used for as well as entertainment. With the
advent of a computer, the member of the family can have easy access to games music, movie e-
mail, chatting, and research for their projects and assignments. People can even enjoy the facility of
watching television on their computers.

7. Business:

Computer has helped in improving business activities throughout the world. The
organization can have access to the latest technology and manpower across the world. E-commerce
has completely changed the scenario of online shopping.

Much more online business growth from the application of computer such as Amazon,
Flipkart, etc. Global business relations can be now maintained through the Internet. Computers are
used in offices for maintaining sales and marketing records, stock control, Planning, Productions,
Tax Records and preparing salary sheet etc.

8. Animation and Films:

In the field of entertainment, the computer is used for making cartoon films, producing
special musical effects, and bringing fantasy to life in movies. Cartoon characters like Walt
Disney’s Mickey and Donald, Tom, and Jerry, etc are given animation effects through computers.

Movie-like Jurassic Park, Godzilla, Happy Feet Robot, and Kung Fu Panda have used the
latest computer animation techniques for giving special effects.

9. Book Publishing:

With the help of the computer, designing, typing, and editing work can be done with great
ease and efficiency. We can insert pictures, and apply various formatting features and styles to a
book in no time using a computer.

10.  Commercial Purpose:
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Advanced reservation of rooms in hotels and booking of cinema tickets is now possible
from anywhere with the advent of the Internet. The billing system in theaters, shopping malls are
hotels that have become possible through computers.

11.  Engineering and Manufacturing:

The Application of computers has played a major role in Computed Aided Design (CAD)
and Computer-Aided Engineering (CAE) for designing and manufacturing high-quality products
like cars and planes.

Architects use a computer for designing the layout of building and viewing the objects in
details. A robot is big advancement in technology which is used to skillful and repetitive work.
Manufacturing with support of robots and computers is called Computer Aided Manufacturing
(CAM).

12.  Sports:

Computers are also used in the field of sports. The sports equipment used by athletes is first
tested on computers. There are several sports exercising equipment, which have inbuilt programs to
train to sportspeople.

The training of athletes is done with aid of computers, Scoreboards, recording speed of
players, Action replay, printing and selling of tickets are also done with help of computers.

13.  Medical Science:

The Application of Computer help in diagnosing diseases and controlling important medical
processes like CITI scan, X-ray, ECG, and Ultrasounds.

Computerized equipment is helpful in maintaining patients’ medical records and performing
surgeries. Computers can be used for research and to help doctors in the treatment of diseases.

14.  Government Sector:

Computers are used for official correspondence, budgeting, accounts, reporting, payroll,
attendance, uploading of various schemes, forms, etc. Sectors like census bureau, Income TAX,
airline and railway, electricity board of telephone exchanges are benefiting from computer
technology.

15.  Library and Museum:

The Application of the Computer of the library help to maintain records of the issue and
deposit dates of books, encyclopedias, CDs, etc. A computer can maintain a subject-wise listing of
books and helps in indexing and searching a particular book quickly.

People can read newspapers, magazines, and journals online. In museums, computers are
used to give information and play recorded commentary on relevant topics.

The advantage and applications of computers in various fields are unlimited. Now it must be
evident to you how computers become an essential part of our life. It has influenced our lives to
such an extent that we cannot even imagine working without this electronic device.

https://conceptsall.com/the-application-of-computer-in-various-
fields/#Application of computers in various fields PDF

Text IV

10 Entry-Level IT Jobs and What You Can Do to Get Hired

IT is a wide and growing field. Jobs in the IT sector in the US are projected to grow at a
much faster rate than other occupations in the next decade.

And it’s versatile too. You can start at the help desk and work your way up to any number of
specialized jobs as you grow. Or you can jump straight into a field you’re interested in if you have
some background knowledge. Here are ten entry-level IT positions to consider as you begin your
job search.
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1. Help desk technician

Average annual salary: $42,508

Job outlook: 9% annual growth

Requirements: Knowledge of computer systems and troubleshooting. Certifications,
associate degrees, or bachelor’s degrees may be requested.

When a computer user or employee is having problems with hardware, software, or a
network, they call on a help desk specialist to assist. A help desk technician might maintain, install,
or troubleshoot hardware and software, resolve networking issues, or help resolve other problems
for other company employees.

The title for this role might vary. Help desk technicians can also be called help desk
analysts, desktop support technicians, service desk technicians, and computer support specialists,
among several other titles. These positions collectively are sometimes referred to as help desk
positions.

Many IT professionals start their careers in help desk roles. If you don’t know where to start
in IT, this is a good role to consider; it’ll expose you to other areas of IT you might be interested in.
As you gain experience, it’s possible to move into other jobs, like system or network administrator,
cloud engineer, or information security analyst.

2. IT technician

Average annual salary: $42,769

Job outlook: 8% annual growth

Requirements: Knowledge of computer systems and troubleshooting. Certifications,
associate degrees, or bachelor’s degrees may be requested.

Like help desk technicians, IT technicians work to support the technical issues within an
organization’s computer system. But while help desk technicians might spend more time resolving
user issues, IT technicians are more likely to spend time doing the actual technical work to resolve
the issue. An IT technician should be able to troubleshoot, know how to use several operating
systems, and understand the basics of IT networks.

IT technicians can also be called IT associates, IT analysts, or IT specialists. Some
companies may have IT technicians do help desk work as well.

3. Web developer

Average annual salary: $77,200

Job outlook: 13% annual growth

Requirements: Ability to program. Associate, bachelor’s, or master’s degrees may be
requested.

Web developers create websites that businesses use to operate and interact with their
customers. This field breaks down into three main areas: front-end, back-end, and full-stack
developers. Front-end developers design the parts of a website that users interact with. Back-end
developers build and maintain the server, application, and database that power a website. Full-stack
developers do both.

Requirements for entry-level candidates will vary by company and industry. It’s possible to
get a job with a high school diploma or an associate’s degree, especially if you’ve done some web
development on your own. Front-end programming languages you’ll want to learn include HTML,
CSS, and Javascript. Back-end programming languages might include Python, Ruby, or PHP.

4. Systems administrator

Average annual salary: $80,600

Job outlook: 5% annual growth (as fast as average)

Requirements: Experience with computer systems. Certifications, associate degree,
bachelor’s degree, or equivalent experience may be requested.

System administrators, also called computer administrators, install, configure, and maintain
operation of multi-user computer systems and servers. A successful sysadmin uses their knowledge
of software, hardware, and networks to keep businesses running smoothly. Their roles can overlap
heavily with network administrators.
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Keeping up with the latest network technology is a lifelong learning process. As you expand
your skill set and learn to use the latest products, you can advance to roles like systems engineer or
systems architect.

5. Systems analyst

Average annual salary: $99,270

Job outlook: 7% annual growth (faster than average)

Requirements: Certifications, associate degree, bachelor’s degree, or equivalent experience
may be preferred.

Systems analysts might sound similar to systems administrators, but they’re quite different.
The goal of a systems analyst is to make a company’s computing systems more efficient and
effective. They identify opportunities for improvement and design, test, and deploy systems to
execute those improvements.

While not always a requirement, a bachelor’s degree in computer or information science can
make you competitive for this job.

6. Database administrator

Average annual salary: $98,860

Job outlook: 8% annual growth (much faster than average)

Requirements: Certifications, associate degrees, or bachelor’s degrees may be requested.

Database administrators (DBASs) store, organize, and secure data. This is an especially
critical task for companies with large information systems (like banks and hospitals). Ensuring that
databases operate efficiently helps companies analyze and leverage this data for growth.

Build a foundation for a job in database administration with a bachelor’s degree in a
computer or information-related field. You can also set yourself up for success by learning database
languages, most commonly Structured Query Language (SQL).

7. Site reliability engineer

Average annual salary: $101,923

Job outlook: 34% annual growth (much faster than average)

Requirements: Site reliability or DevOps experience and related skills. Bachelor’s degree,
or equivalent experience may be requested.

Site reliability engineers (SREs) keep the websites and apps we use up and running
smoothly. SREs develop automated solutions for common development and operational tasks, like
latency monitoring, capacity planning, and emergency responding. As long as technology continues
to play a role in our day-to-day lives, there will be a growing demand for SREs.

Besides a computer science degree, you can elevate your resume with a certification in
DevOps or SRE. You may also expand your job opportunities by learning a scripting programming
language, like Python. As you start out as an SRE, you’ll develop skills that transfer to other roles
in IT, including cloud or full-stack engineering.

8. Software developer

Average annual salary: $110,140

Job outlook: 22% annual growth (much faster than average)

Requirements: Experience with programming languages. Bachelor’s degrees or master’s
degrees may be requested.

Software developers (sometimes called software engineers) build the systems and
applications that run on computers, phones, and other devices. These programs are typically
designed to allow companies or employees to perform specific tasks, like managing data or
collaborating across teams.

Many software developers have a bachelor’s degree in computer science or software
engineering. You can also gain relevant experience through coursework or a boot camp, or through
an internship.

9. Information security analyst

Average annual salary: $102,600

Job outlook: 33% annual growth (much faster than average)
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Requirements: Certifications, associate degrees, or bachelor’s degrees may be requested.

Information security analysts (also called cyber security analysts) are tasked with protecting
a company’s computer networks and systems. This involves planning and implementing security
measures and quickly addressing security breaches should they occur. As technology continues to
advance, so does the need for robust security.

Develop your skill set through an entry-level information security certification like the
CompTIA Security+. Many information security analysts have a bachelor’s degree in information
assurance or computer science. If you can’t land an information security analyst position
immediately, try getting your foot in the door with a help desk or IT technician position, and build
experience from there.

10. Cloud engineer

Average annual salary: $103,903

Job outlook: 27% annual growth (much faster than average)

Requirements: Knowledge of cloud platforms. Bachelor’s degree, master’s degree, or
equivalent experience are typically preferred.

Cloud engineers help businesses migrate applications, functions, and processes to the cloud.
They typically oversee the design, configuration, and monitoring of cloud-based services like
Amazon Web Services (AWS), Microsoft Azure, and the Google Cloud Platform. As more
companies move their IT infrastructure to the cloud, the demand for cloud engineers continues to
rise.

Many companies look for entry-level candidates with at least a bachelor’s degree in
computer science or a related field. That said, having relevant experience can set you up to be
competitive for the job as well. If you’re working your way up to become a cloud engineer, try
starting in positions like system or network administration that’ll expose you to some work with the
cloud. As you gain experience, you can advance to become a cloud developer, cloud administrator,
or cloud architect.

Astop myomukarun: Coursera © O6HoBneHo 16 uronst 2022 .

https://www.coursera.org/articles/entry-level-it-jobs

TextV

How to become a penetration tester: A complete career guide

Last updated: April 21, 2022

Penetration testers are the so-called “ethical hackers,” or the good guys. Also known as
assurance validators, penetration testers are hired by network system owners and web-based
application providers to probe for vulnerabilities that hackers with nefarious intent might be able to
exploit to gather secure data and intelligence.

Ethical hackers perform vulnerability assessments (along with other tasks) by exercising
their skills and knowledge — and actually get paid to perform the equivalent of digital break-ins.

They simulate actual cyber attacks using a broad range of tools and methods, some of their
own creation, leaving no stone unturned to unearth cracks in security protocols for networks,
systems, and web-based applications.

The idea of a penetration test, or pen test for short, is to probe all possible ways to penetrate
any given computer system, to find gaps in security systems BEFORE the real hackers can get in.
As a result, pen testers often work on highly confidential and time-sensitive projects, so being
trustworthy and cool under pressure are important skills.

Having the creativity to think on the fly, and being organized enough to track, record, and
report on projects are also good qualities in penetration testing.
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Six steps to becoming a penetration tester

Self-analysis: Penetration testing is not for everyone. It requires exceptional problem-
solving skills, a dogged determination, dedication to detail, and a desire to remain continually
educated on the latest trends in the field. Successful ethical hackers must possess a high level of
each of these qualities in order to excel. So be honest in the self-assessment before deciding
whether pen testing is an appropriate career.

Education: At one time, many employers were known to hire real-world hackers, and
convert them from the “dark side” to work for the good guys. In recent years, however, college
degrees have become near mandatory for penetration testers. Undergraduate degrees in the various
disciplines of cyber security all provide viable entryways into the field.

Career path: There are several ways a would-be pen tester can break into the cyber security
industry. Starting out in security administration, network administration, network engineer, system
administrator, or web-based application programming, always focusing on the security side of each
discipline, will provide a good foundation for pen testing.

Professional certifications: Employers predominantly want to see a number of professional
certifications on the resumes of assurance validators, and this is particularly true with more senior
positions. Several organizations now offer widely-recognized certifications for penetration testing
occupations.

Honing the craft: Becoming an expert in a chosen field is a good idea in any career, but for
penetration testers, there are varied ways of standing out from the crowd. Being active and
recognized in cyber security disciplines, such as bug bounty programs, collecting open-source
intelligence (OSINT), and developing proprietary attack programs, will all get pen testers
recognized among peer groups.

Keep current: As with most cyber security career paths, it is vital to remain current with
what is happening in the industry. Keeping skills and knowledge up-to-date with all of the latest
trends in programming and network security, ever-changing hacking techniques and security
protocols, popularly exploited vulnerabilities, and anything else happening in the cyber security
industry.

Penetration tester skills and experience

Employer requirements of new hires in the penetration testing field, as in all cyber security
disciplines, will vary dramatically depending upon the detailed functions of each position and the
level of the position. Associate or junior pen testers, mid-level pen testers, and senior or lead pen
testers obviously represent sequentially advancing experience levels and responsibilities within the
penetration testing umbrella.

Some positions still require only a demonstration of relevant skills and an appropriate level
of cyber security experience and knowledge. Increasingly, though, employers are seeking
candidates with a bachelor’s degree in information security or related computer science degrees.
Some more advanced positions require a master’s degree.

Work experience that often leads to careers in penetration testing includes software
development and coding, security testing, vulnerability assessment, network engineer or
administrator, security administrator.

Skill requirements likely to be encountered with employers include:

v Knowledge of specific computer languages, such as: Python, Powershell,
Golang, Bash.
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v Experience with network OS, Windows/ Linux/ MacQOS, communications
protocols, firewalls, IPS/IDS systems, virtual environments, data encryption, and mobile
penetration testing of I0S/Android systems.

v Knowledge of common pen test and application security tools, such as:Kali,
Metasploit, Burpsuite, Wireshark, Web Inspect, Network Mapper (NMAP), Nessus, and
others.

v Common professional certifications often sought by employers include those

available from: IEEE (Institute for Electrical and Electronic Engineers) OSCP (Offensive
Security Certified Professional), SANS Technology Institute, GIAC (Global Information
Assurance Certification), and EC-Council.

v Soft skills and experience sought by employers include: excellent
communication skills; self-driven, creative, and resourceful; contributions to open source
projects and bug bounty programs; and familiarity with OWASP Top 10 vulnerabilities.

What do penetration testers do?

Generally speaking, pen testers typically perform threat modeling, security assessments, and
ethical hacking of networks, systems, and web-based applications. More specifically, assurance
validation involves some or all of the following tasks:

v Gather and analyze Open Source Intelligence (OSINT) to find information
disclosures.

v Provide subject matter expertise focusing on offensive security testing
operations, working to test defensive mechanisms in an organization.

v Conduct assessments on a wide variety of technologies and implementations
utilizing both automated tools and manual techniques.

v Develop scripts, tools, and methodologies to enhance testing processes.

v Assist in the scoping of prospective engagements, leading engagements from
initial stages through implementation and remediation.

v Conduct social engineering exercises and physical penetration tests.

v Test wired and wireless networks for security vulnerabilities.

v Examine assessment results to identify findings and develop a holistic
analytic view of the system within the environment in which it operates.

v Identify the root cause of technical and non-technical findings.

v Publish an Assessment Report that documents findings and identifies
potential countermeasures.

v Track findings that are repeated across multiple assessments and
communicate these findings.

v Upon completion of assessments, communicate methods employed, findings,
and analytic.

v Provide technical support to ISOs in remediating assessment findings.

v Provide technical support in network exploitation and evasion techniques to
assist in comprehensive incident handling and forensic analysis of compromised systems.

https://cybersecurityquide.org/careers/penetration-tester/
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APPENDIX II

PHRASAL VERBS in Computer science

Common PHRASAL VERBS

To boot up

To click on

To filter out

To go down

To go online/offline
To hack into

To hook up

To key in

To log in/on

To log off/out

To opt infout
Toplug in

To pop up

To power up/down
To print out

To pull down

To run out of

To scroll up/down
To set up

To shut down

To sign in

To start up

To turn on/off

To turn up/down

To wipe out

AN N N N N N N N N N Y N N N N NV N N N U N N N N

To zoom in/out

To agree to/with
To answer back
To answer for
To ask for

To ask about
To call off

To carry on

To do over

To figure out
To give up

To go over

To hold on

To keep on

To look for

To put off

SN N N N N R N N N N N U NN

To work out
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